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Abstract In analogy to the corresponding measures of pseudorandomness for quaternary
sequences introduced by Mauduit and Sarkozy (for m-ary sequences) we introduce the well-
distribution measure and correlation measure of order k for sequences over F4. Using any
fixed bijection from F4 to the set of complex fourth roots of unity, we analyze the relation of
these pseudorandomness measures for sequences over F4 and for the corresponding quater-
nary sequences. More precisely, we show that they differ only by a multiplicative constant
(depending only on k). We also apply the results for deriving new quaternary pseudorandom
sequences from pseudorandom sequences over F4 and vice versa.
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1 Introduction

Sequences with ideal pseudorandomness properties have been widely used in wireless com-
munication and cryptography, such as radar and stream cipher cryptosystems. For the sake
of simplicity of implementation, binary and quadriphase sequences are preferred for most
applications. Pseudorandom binary sequences have been extensively studied, see for example
[2]. However, results on the pseudorandomness of quaternary sequences are comparatively
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rare, which motivates us to investigate the pseudorandomness of sequences defined over four

symbols.
Let F4s = {0, 1, p, p2} be the finite field of four elements, where p2 = p + 1, and
ANy = (1,2, ...,0N) € ]Fflv be a sequence of length N. Let £ = {1, —1, i, —i} be the set

of complex fourth roots of unity. There is a close relationship between sequences over F4 and
quaternary sequences over £. We address that our results hold true for any bijection from Fy4
to £. However, we have to fix one. We use the bijection defined as follows.

Let i denote the additive canonical character of F4, that is

YO =y() =1 and ¥(p) =¥(p?) =—1.

Since {p, p?} is a basis of F4 over F,, we can split Ay into two sequences (aj, a2, ..., an)
and (b1, by, ..., by) over F defined by
on =anp +bpp>, n=12,..., N. (1.1)
Then we derive two sequences Ey = (e1,e2,...,en) and Fy = (f1, fa,..., fn) over
{—=1,1} by
e, = (=D and f,,=(—1)b", n=1,2,...,N. (1.2)
Note that
en=V(pa,) and  fy =Y (p’a,), n=12..N. (13)
We get a quaternary sequence Gy = (g1, &2, . .-, gn) over £ by
14 1—1i
gn = en+—f, n=12...,N. (1.4)
2 2
Conversely, from Gy = (g1, 82,...,8N) € € N we derive two binary sequences Eny =

(e1,e2,...,ey)and Fy = (f1, f2,..., fn) € {—l,l}N by
A =Dgn+ A +0)g

en = > , n=12,...,N, (1.5)
and (140 I

fo = J”g”;r( U8 _1,2,...,N, (1.6)
where X denotes the complex conjugate of a complex number x. Then we derive two binary
sequences by (1.2) and reconstruct Ay = («1, a2, ..., ay) over Fq by (1.1).

Note that a similar approach for sequences over F4 was also considered in [3] for finding a
set of sequences with low correlation value in wireless communication applications. However,
we focus on cryptographic applications and deal also with correlation of higher order.

Mauduit and Séarkozy introduced several measures of pseudorandomness of m-ary
sequences [5,6]. We focus on binary and quaternary sequences.

Let Ey = (e1,e2,...,en) € {—1,1}" be a finite binary sequence. Then the well-
distribution measure of Ey is defined as

M-1

W(EN) = max | > et jul.
M.uv| < 0
]:

where the maximum is taken over all M, u,v with 1 <u <u+ (M — 1)v < N, and the
correlation measure of order k of Ey is defined as

M

Cr(En) = rﬁal))( Z €n+d) n+dy " €ntdy | »
’ n=1
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where the maximum is taken over all D = (dy, d», ...,d;) and M suchthat 0 < d; < d» <
.<dy <N-—-M.
In the case of quaternary sequences we have the following analogues.
Let D be the set of the 24 permutations of £. For a quaternary sequence Gy =
(g1,82,..-.,8N) € EN the well-distribution measure of Gy is defined as

M—1
A(Gy) = max D ol
(Gy) = max jgow(guﬂv)

where the maximum is taken over all ¢ € Dand M, u,vwithl <u <u+ (M —1)v <N,
and the correlation measure of order k of Gy is defined as

M
v (Gy) = <I>I,HA?I'?§D Zl o1 (gn+d1)(/~)2(gn+d2) ce @k(gn+dk) ,
n—=
where the maximum is taken over all ® = (¢1, @2, ..., @) € DK, D = (dy,d>, ..., d) and
M suchthat0 <dy <dr <...<dy <N — M.
We also define the crosscorrelation measure Cy (Hy, . . ., Hy) of k binary sequences H| =

(hi1,hot, ... hn 1), Ho = (1o, hop, ... hnD), ...,
Hy = (hig, hog, .- hvi) € (=1, 1}V by

M
Zhn+d1,lhn+dz,2 t hn+dk,k

n=1

’

Cr(Hy, ..., H) = max
M,D

A

where the maximum is taken over all D = (dy, d», ..., dy) and M suchthat0 < d; < d> <
.<dy < N—Mandd; <djy if Hh = Hi41. Notethatif Hy = H, =...= Hy=H
we have Cr(Hy, Hy, ..., H) = Cr(H).)
In case of sequences defined over F4 (or any alphabet of size 4), Mauduit and Sarkozy
introduced closely related figures of merit [6]. Write

x(Ay,a, M,u,v) ={j:0<j<M—1,a,4j, =}

andforw = (01, ...,6) € F’j and D = (dy, ..., dr) with non-negative integers d; < ... <
d,
AN, w, M, D)y={n:1<n=<M, @n+td>--->%+d) = W}

Then the f-well-distribution measure ( f for frequency) of Ay is defined as

M
5(Ay) = max (AN, o M, v) - | (1.7)

where the maximum value is taken overalla € Fqandu, v, M with1 <u < u+(M —1)v
N, while the f-correlation-measure of order k of Ay is defined as

IA

M
An) = ‘ An.w. M. u, ——‘, 18
Yk(AN) pmax AN, w, M, u,v) 1k (1.8)

IA

where the maximum is taken over all w € IF’X, D =(d,...,d;),and M such that M + dj
N.

We also introduce different measures for sequences over F4 which consider the additive
structure of F4. Denote by F the set of the 24 permutations of F4. For a sequence Ay =
(a1, a2,...,aN) € ]Fiv, we define the well-distribution measure of Ay as
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M—1
W(AN) = max _Zow(k(auﬂv)) : (1.9)
]:

where the maximum is taken overall A € Fand M, u,vwithl <u <u+ (M —1)v <N,
and we define the correlation measure of order k of Ay as

M
Cr(An) = max Z}w(k1(otn+dl))¢(k2(otn+dz)) c Yy Mk (@nra)| (1.10)

where the maximum is taken over all A = (A1, A2, ..., Ag) € Fk D= dy,...,dy)and M
suchthat0 <dy <dr) <...<dy <N —M.

In this paper we study the relation of the pseudorandomness measures for a sequence Ay
over F4 and for its corresponding quaternary sequence G y. In Sect. 2, we prove that the
proposed definitions of well-distribution measure (1.9) and correlation measure of order k
(1.10) are up to a multiplicative constant (depending only on k) the same as the corresponding
f-measures (1.7) and (1.8). In Sect. 3, we study the relation of the well-distribution measures
for sequences over [F4 and for their corresponding quaternary sequences, as well as the relation
of the correlation measure of order k. The results on well-distribution and correlation measure
show that sequences over [F4 and corresponding quaternary sequences linked by any fixed
bijection have essentially the same pseudorandomness properties. Finally we apply our results
to some explicit sequence constructions in Sect. 4.

Note that the results of this paper do not depend on the particular choice (1.3) and (1.4) of
the bijection between 4 and € since A(Gy), W(Ay), 'k (Gn), and Cy(Ay) consider the
maxima over all permutations of F4 and &, respectively. The results hold also true for any
other bijection between F4 and £.

2 Measures for sequences over [F4 and f-measures

In this section we will prove two theorems on the strong connection between the f-measures
and our measures for sequences over Fy4.

Theorem 2.1 For Ay € IFQ’ we have
4
gS(AN) < W(Ay) <45(Apn). (2.1

Proof Clearly forallp =y oA, A € F, M, u, v we have

M—1
| @) =| D x(An, o Mo ve@)
j=0 acFy
M M
= | 3 rAn @ Mo v = D@+ X o)
aelFy a€lFy
M
= ’ z (x(An, o, M, u,v) — Z)go(a)’
aelFy
<3 Ay, o M) — 2 < 3 s(ax) = 45(Ax)
< M) - | < ,
aclFy aelfy
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which proves the upper bound in (2.1).
By the orthogonality relation

D V) = {0 x#o

BelFy
we have
| M—1
XAN o Mo v) =2 30 S W (B@utjy — @),
BeFs j=0
thus
M—1
(A e M) — 5= |Zw<ﬂ = WA,
x , QL v) — —| < - max o
N u, 4 p0 u+jv N
and the lower bound follows. m]

Theorem 2.2 For Ay € IE‘Q’ , k > 2, we have

Cr(AN)
4k

<wn(An) < [max Ct(AN)- (2.2)

Proof For A; € Fpute, = Yyori,i = 1,...,k. Forall ¢ = (¢1,...,90r), M and
= (dy,...,dy) we get

M
‘ D o1(@nta) - 9 (Oln-&-dk)‘
n=1

=| 3 slan. @00 M. D) 0D i)

(01,....00) €F%
< 3 ls(An.@r. 60 M. D) -
= g\AN, (01, ..., k), M, 4k

(O1,....0¢) €F%

M

+txl 2 el e @)

(61,....0¢) €FE
M k

= X naw + 5[ e@) - (3 a@)| = #can).
we]Ff{ aclfy aclfy

which proves the lower bound in (2.2).
Forall (61,...,6k) € FX, M, D we have

S(AN, @100, M, D) = | {n: 1 <n < Mayg, =0 for j=1,....k}|
M 1 k
7 LT 2 e o))
n=1" j=1 \BeF4
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and thus

k M
4%1g(AN, (61, ...,6k), M, D) I

k M
=D > D D VB @, —0) V(B (nya, —6i)

t=11<ii<...<i <k Bq,..., ﬂ,e]Fj n=l1

L[k
<>3 (t)c,(AN),
t=1

which proves the upper bound in (2.2). O

Remark 2.3 The results of this section (and the corresponding definitions) can be easily
extended to sequences over any finite field I, see the final remarks in Sect. 5 below.

3 Measures for sequences over F4 and for their corresponding quaternary
sequences

In this section, first we will discuss the relationship of the well-distribution measures for
sequences over F4 and for their corresponding quaternary sequences.

Theorem 3.1 Let Ay € ]FiV be a sequence over F4 and Gy be the quaternary sequence
defined by (1.3) and (1.4). Then we have the following relations

1
EA(GN) = W(An) = 3A(GN).

Proof Let En, Fy € {—1, 1}V be the two sequences defined by (1.1) and (1.2). Since A € F
is a permutation over F4, we have A(x) = ax' + b, where i € {1,2} anda € F%, b € Fy.
Since ¥ (ax! + b) = ¥ (ax" )y (b) = £ (ax’) and ¥ (ax?) = 1//(a2x), we have to consider
only three mappings A with a € {1, p, p>} andi = 1.

Then A(an) € {an, pay, pzan} and we get ¥ (o) = ey fu, ¥ (pay) = ey, W(pzan) = fu.
Therefore, from (1.9) we derive

W(Ayn) = max{W(EyNFy), W(EN), W(Fn)},

and by [4, Theorem 1], we have W(Ax) < 3A(Gy) and
A(Gy) = V2max{W(EyFy), W(EN), W(Fy)} = V2W(A). o

Remark 3.2 The upper bound can also be obtained by [6, Theorem 1]
4
gS(GN) < A(Gy) =43(Gn),

Theorem 2.1, and §(Gn) = 6(An). However, this approach gives only a slightly weaker
lower bound with constant % (vs. % in Theorem 3.1).

Next we will discuss the relationship of the correlation measures of order k.

Theorem 3.3 Let Ay € IF‘flV and Gy be the quaternary sequence defined by (1.3) and (1.4).
Then we have the following relations on the correlation measures of order k

2720 (G ) < Cr(An) < 3 Tw(Gy).
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Proof Let En, Fy € {—1,1}"N be derived from Ay by (1.3). Since ¥ (Ai(a,)) €
{£en, £ fn, Ten fn} for X; € F, we get
Cr(Ay) = max Cy(Hy, ..., Hy),

where (H, ..., Hy) € {En, Fy, ExFy}.
By [4, Theorem 2], max Cy(Hy, ..., Hy) < 3*T (G ) and
I'v(Gy) < 282 max Cy(Hy, . .., Hy), which completes the proof. ]

4 Examples

Here we apply our results to some standard sequence constructions using trace functions and
characters of a finite field.

4.1 From sequences over [F4 to quaternary sequences

Denote by tr the trace function from F,2 to Fy:
-1
tr(x) = ZX‘U.
j=0

Theorem 4.1 Let Fyo: be the finite field of ¢ = 22! elements with a positive integert, 1) € IF;;
be a primitive element of Fy, and &, 0 € F;zw We define the sequence A1 by
oy, =tr(($n” +a)_1), n=1,...,q—1
with the convention 0~! = 0. Then we have
W(A,—1) = 0(q"*logq) and Ci(A,_1) = Otkq'*logq), k=2,3,...

Proof Since x = v otr is an additive character of F,» into {—1, 41}, for the well distribution
measure we have

M—1

W(A,_1) = ( u+jv -1 ) .
(Ag-n = max | > ¥ (2@ +)7h)

Jj=0

where the maximum is taken overallA € Fand M, u, vwithl <u <u+(M—-1)v <g—1.

Note that we only need to consider the three permutations A(x) = pix,i =0,1,2 and that
x (p'x) is a nontrivial additive character of F,:. Hence,

M—1
W(Ag1)= max | > x(uEn'+o)™h
nell,p,p?} 20

M,u,v

and the correlation measure of order k can be expressed as

M k
Ci(Ag-1) = max x> En"T +0)Th|,
() elp o™ |21
M.D
where the maximum is taken over all D = (dy, d>, ...,dy) and M suchthat 0 < d; < dp <
. <dr <q—1— M. Now the result follows by [7, Theorem 2]. ]
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We immediately get a corresponding quaternary sequence by (1.4) as follows.

Corollary 4.2 Let the notations be as above. Then we get a corresponding quaternary
sequence G4y forn=1,...,q —1by

1+ _ 1—i _
gn=——v(pu(En" + ™) + v (u(En +0)7)).
Then we have A(G4—1) = O(q'/?*log q) and Tx(G4—1) = O (k2"/2q1/?log g).
Proof By Theorems 3.1, 3.3, and 4.1, we get the upper bounds. O

Remark 4.3 The sequence G, behaves essentially like a “truly random” quaternary
sequence, see [1].

4.2 From quaternary sequences to sequences over 4

Let p beaprime with p = 1 mod 4 and t a multiplicative character of order 4 of the finite field
IF,. Then we define the quaternary sequence G, = (t(1),7(2),...,7(p — 1)) € gp-l,
By [6, Theorems 1, 2, 3] we have

AGp-1) = O(p'"*logp) and Ti(Gp-1) = Okp'/*log p).

By (1.1), (1.2), (1.5) and (1.6), we derive the sequence A,,_| € F4 from G ,_;. According
to Theorems 3.1 and 3.3 we have the following results

W(Ap—1) = 0(p'*logp) and Cr(A,_1) = 03 kp'*log p).

5 Final remarks

Using the canonical additive character of the finite field IF, we can define well-distribution
measure W (A ) and correlation measure Ci (A y) of order k for any sequence Ay of length
N over ;. Analogously to Sect. 2 we can prove the following relations to frequency measures
8(An) and yx(An):

SN S WiAN) < gd(An), 5.1)
Cr(A
M =w(An) < max Ci(An). (5.2)

However, Theorem 3.3 cannot be directly generalized, in particular if g is large. Anyway,
combining the results of [6, Theorems 1, 2] with (5.1) and (5.2) we get the following relation
to the measures A(G y) and I'y (G ) for corresponding sequences G y over the gth complex
roots of unity &, (identified via any fixed bijection between F, and & ):

2O < wiaw < @ 0AGw,
Ci(An) < ¢" max T1(G), (5.3)
Fe(Gw) < q* max Ci(Ay). (54)

Note that relations as (5.3) and (5.4) are weaker than a possible generalization of Theorem 3.3
in the following sense. If I'y(Gy) (resp. Cx(Ay)) is small but I';(Gy) (resp. C;(Ay)) is
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large for some 1 <t < k, (5.3) (resp. (5.4)) does not give any bound on Cy(Ay) in terms of
I'x(G ) (resp. vice versa). However, an analogue of Theorem 3.3 would provide this.
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