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Abstract—Reversible data hiding (RDH) is interesting since
the cover media can be losslessly recovered after extraction of
hiding data. Most RDH schemes are only designed for gray-scale
images and it is challenging to design an RDH scheme for binary
images due to less redundancy. Relevant schemes have limitations
on severe local distortions of original images, and additional
patterns have to be pre-shared for data extraction, which is
inconvenient and has security risks. We propose a novel method
which improves the perceptual quality by using topology based
histogram shifting methods, in which local topology property
such as connectivity of images is preserved. More importantly,
our RDH scheme for binary image is compatible with any
existing RDH scheme for gray-scale images, implying hiding
capacity for gray-scale images can still be improved. Theoretical
analysis demonstrates the feasibility of our proposed method, and
experiments show this method has better visual quality compared
with a typical method.

Index Terms – Reversible data hiding, topology, binary image,
hiding capacity

I. INTRODUCTION

With the wide spread of digital content, copyright issue
and authentication become increasingly important. Data hiding
and digital watermarking provide feasible solutions [1, 2]. In
recent years, Reversible data hiding (RDH) [3] has attracted
many interests especially in multimedia content with highly
required fidelity, such as military satellite image, medical
image, where no distortion is allowed. Binary images widely
used in handwritten signature, scanned or faxed document,
and black-white wood engraving paintings, have much less
redundancy compared with gray-scale and color images. So it
is challenging to design an RDH scheme for binary images.

The earliest RDH method by Barton [4] was published in
1997. Lots of RDH methods for gray-scale and color images
are proposed. Celik et al. [5] adopted lossless compression
based algorithms to hide data. They first found compress-
ible features or bitplanes of cover image, then losslessly
compressed them to vacate room for embedding message. A
more efficient method is difference expansion, which [6–9]
expanded the difference between pixels groups and embedded
messages in the least significant bits. Another popular method
is histogram shifting [10], [11], in which we spare space for
data embedding by shifting the bins between peak points and
zero points of histogram of gray-scale pixel values. Prediction-
error expansion (PEE) was proposed [12] by Thodi and
Rodriguez, in which the difference between the pixel and
its prediction is expanded for data embedding. PEE is well
recognized because of nice tradeoff between fidelity and hiding

capacity. Various prediction error algorithms, exploiting the
spatial redundancy of images were adopted such as expansion,
interpolation [13], and recent pairwise PEE [14], and adaptive
pixel pairing [15]. Also some aforementioned methods are
combined together. As far as we know, only Ho et al. [16]
proposed an applicable RDH scheme for binary image by
using pattern substitution. However, additional patterns have
to be pre-shared for data extraction.

In general, the important factors of RDH methods are hiding
capacity and distortion usually measured by PSNR, and it is
a challenge to have a trade-off between these two factors.
The relevant hiding methods on binary images will change the
binary images a lot due to less redundancy, particularly some
non-consistent and lonely pixels appear in the stego-image,
which will not only decrease the visual quality, but also result
in security risks, i. e.., an attacker can immediately detect the
existence of hiding data by investigating the amount of isolated
pixels or connected blocks of small size near the edge in the
cover-image. Additionally, the scheme by Ho et al. requires
to pre-share patterns for each image on data extraction, which
is inconvenient and costs a lot of additional information. So
we propose a novel method for RDH of binary images, in
which we do not destroy local topology such as connectivity
of images, and has a better visual fidelity that is imperceivable.
Moreover, we need not pre-share additional patterns for data
extraction. More importantly, the proposed RDH scheme for
binary image is compatible with existing RDH schemes for
gray-scale images, implying we can add additional hiding bits.

First we derive an initial block from a key, then generate
two sets of block chains by an efficient algorithm, both of
them having two properties: any block in a set is connected
in terms of 4-directions connectivity, and adjacent blocks in
that set only differ in one bit. By using the two sets of block
chains we design a RDH scheme and make the changes on
images imperceptible. Moreover by using a boolean function
related to the bitplane of a gray-scale image, we can combine
the proposed method with any existing RDH techniques for
the gray-scale image, and give an example combing with
the traditional Histogram shift RDH scheme [11], and the
prediction-error expansion RDH scheme [12].

The paper is organized as follows. We briefly introduce the
notations in Section II, and present our methods detailedly on
the data hiding and extraction, then we prove the feasibility
of our scheme by using a probabilistic model, and include
security analysis in Section III. Experimental results and
comparison of an existing method are in Section IV. Finally,978-1-5386-1737-3/18/$31.00 c© 2018 IEEE



we conclude in Section V.

II. BACKGROUND

Human eyes usually focus on the black pixels considered
as foreground while the white pixels appeared as background
are ignored. Flipping pixels in a binary image may cause
high distortions. To avoid such results, Ho et al. proposed
pattern substitution method using spatial correlation. They
constructed a difference image identifying the flipping places
of the black and white pixels which recorded as 1. Then, they
took two patterns as a pair which have the same parity. After
choosing a suitable pair of patterns, they scanned difference
image using raster-scan order to find patterns PM (pattern
with more occurrence) and PF (pattern with few occurrence).
During extraction, PM and PF will be shared by public or
private transmission. Then the hiding data can be obtained,
and cover image can be losslessly recovered. However, the
visual quality of the scheme is not so good, and the scheme
has low hiding payload once the number of PF is large. To
solve these problems, we propose a new method with better
human visual quality and high feasibility.

Before giving some RDH techniques, we introduce some
concepts. In general, we often divide an image into equal
blocks, say 3 × 3, and embed bits in blocks. Two black
pixels are called neighbor connected while they are neighbors
vertically or horizontally. If black pixels in a block are all
neighbor connected, we call the block a connected block. We
consider each black pixel as a node. In addition, the weight of a
block is the number of black pixels in a block. For a block, the

value of the block is defined by
n−1∑
i=0

pixeli2
i, where pixeli = 0

or 1 depends on the black or white property of the pixel i. In
Fig. 1(a), a 3× 3 block is assigned the positions numbers 0-8
for black pixels. In (b), we show a 3×3 blocks with weight 5.
The black pixels are neighbor connected in positions 7 and 8,
but not neighbor connected in 4 and 6. The value of the block
is 466. It’s obvious that the range of a 3× 3 block value is in
[0,511]. Peak signal-to-noise ratio, often abbreviated to PSNR,
is an engineering term for the ratio between the maximum
possible power of a signal and the power of corrupting noise
that affects the fidelity of its representation. The signal in this
case is the original image, and the noise is the difference
introduced by data hiding. In general, a higher PSNR indicates
that the stego-image is of higher quality. PSNR is most easily
defined via the mean squared error (MSE). Given a m × n
cover image I and its stego-image K, MSE is defined as:

MSE =
1

mn

m−1∑
i=0

n−1∑
j=0

[I(i, j)−K(i, j)]2. (1)

And the PSNR (in dB) is defined as:

PSNR = 10× log10
(MAX2

I

MSE

)
, (2)

where MAXI is the maximum possible pixel value of the
image I .
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Fig. 1: Notations of a block

III. PROPOSED METHOD

In this section, we introduce our proposed methods in detail,
including histogram generation, the process of data hiding and
extraction, the feasibility analysis of the proposed method, and
how to apply our algorithm to gray-scale images.

A. Histogram Generating

A binary image has less redundancy compared with a gray-
scale image and is susceptible to pixel flipping, accordingly
we cannot directly apply histogram shifting to binary images,
so we propose a new algorithm to generate histogram of a
binary image based on image topology.

In our method, we use two histograms which represented
by HD for data hiding and HA for additional information
hiding to hide data reversibly. A chain HDX is a set of
embeddable blocks that are different only in one pixel
between adjacent blocks. In order to speedup calculation, we
use value of embeddable blocks in HDX as X coordinate
of HD. We use two similar algorithms to generate HD and
HA which just differ in the judge condition, and we will
introduce the generated algorithm of HD in detail as an
example.

For an m × n image, we use block value instead of pixel
value as X coordinate of histogram, and the occurrence of
each block value as Y coordinate. Considering visual effects,
we only choose the blocks satisfying two conditions: one is
that the blocks, which size are b1 × b2, are almost balanced
with approximately b1 × b2/2 numbers of black pixels. For
example, for 3×3 block the weights 3, 4, 5 and 6 are ideal for
pixel flipping; the other is that the blocks are connected. Note
that we set the block size to be 3 × 3 here. First we choose
a 3 × 3 suitable block as a start block to generate HDX .
In order to increase security, the start block is derived from
a key Key1 by Algorithm 1. Then, we use a deterministic
algorithm to choose suitable blocks and append them one
by one to generate HDX with an initial suitable block of
Hamming weight w. If the length of HDX is less than a
threshold, we repeat Algorithm 1 with Key1 increasing 1
until the length is no less than the threshold. Fig. 2 illustrates
partial blocks of HDX derived from Algorithm 1. We now
explain Fig. 2 by Algorithm 2. Let 1 be black pixel and
0 be white pixel. The positions of pixels in one block are
0,1,2,3,4,5,6,7,8 as in Fig. 1, and the order of changing pixel
is from 0 to 8. Then, we have the following procedures:
448(1,1,1,0,0,0,0,0,0)→192(0,1,1,0,0,0,0,0,0;cancel:weight<3)
→448(1,1,1,0,0,0,0,0,0;recover)→320(1,0,1,0,0,0,0,0,0;cancel:
not connected)→448(1,1,1,0,0,0,0,0,0)→384(1,1,0,0,0,0,0,0,0;



……

Fig. 2: An example of Chain HDX .

cancel:weight<3)→448(1,1,1,0,0,0,0,0,0)→480(1,1,1,1,0,0,0,
0,0; valid). So we obtain the first two blocks in Fig. 2.

Algorithm 1 Generate the start block

Input: Key1 and a block with weight w = 0, size 3× 3
Output: The start block

1: seed = Key1
2: targetweight = Rand[3, 6], Position = Rand[0, 8]
3: while w 6 targetweight do
4: direction = Rand(up, left, right, down)
5: if direction is valid then
6: Move to the position and block[position] = 1

Algorithm 2 Generate HDX .

Input: Connected block, weight w(3 6 w 6 6), size 3× 3
Output: X coordinate of histogram

1: i = 0
2: seq={0,1,2,3,4,5,6,7,8}
3: while i < 9 do
4: if i = 0 then
5: Shuffle(seq) according to key1
6: block[seq[i]] = block[seq[i]]
7: if w ∈ [3, 6] and block is connected block and block∩
HDX = ∅ then

8: HDX = HDX ∪ block
9: i = 0

10: else
11: block[seq[i++]] = block[seq[i]]

In order to transfer additional information such as peak
points and zero points of HD, we use a similar algorithm
to generate another block chain presented by HAX . With the
block values of HAX as X coordinate, and the number of
occurrence of each block value as Y coordinate, we obtain
the corresponding histogram HA. Initially the start block of
HAX is chosen in lexicographical order of connected blocks
not included in HDX . Then, we generate the chain HAX by
an algorithm almost the same as Algorithm 2, except in line
7, the connected block should satisfy block ∩HDX = ∅ and
block ∩HAX = ∅, guaranteeing that HDX and HAX have
no common blocks.

B. Data Hiding

Once the histograms are generated, we embed data by using
histogram shifting. Fig. 3 shows the format and simple process
of data hiding. The procedure is organized as follows:

Original Image

Generation of two 
histograms

HD HA

Step 1: Record the original 
parity of weight of block in HAX

Step 2: Histogram Shifting 
in HD

Payload data

Step 3: Record pairs of peak points 
and minimum points of HD into HA

Watermarked Image

(a)

Size of 
hidden data

0 10

Payload Parity of weight of 
block in HAX

Number 
of pairs 

n

0 3

Pair 1 ... Info on positions 
of Minimum pointsPair n

17

(b)

(c)

Fig. 3: (a) Procedure of data hiding; (b) Format of data
hiding in HD; (c) Format of data hiding in HA.
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Fig. 4: An example of histogram shifting: (a) Hiding Before;
(b) Hiding After

1) Step 1: In order to hide the peak points and minimum
points of HD into HA sequentially by the parity of embedded
block weights, we record the parity of weight of blocks in
HAX first.

2) Step 2: After recording the parity, we embed the payload
and the parity of weight of blocks in HDX by histogram
shifting. We adopt several pairs of peak points larger than a
threshold(e.g. 30) and zero points for increasing the payload.
Note that crossover between any two pairs is not allowed.
An example of histogram is illustrated in Fig. 4, in which
the pairs are (P1,P3), (P5,P4) and (P6,P8). Once the hiding
blocks are determined, we embed the combined message with
the following rules. First, each pattern between zero points
and peak points is shifted toward zero points by one position.
Second, every block at a peak point is employed to carry 1-bit
by shifting or not towards paired zero point depending on the
hiding bit. Third, patterns not between zero points and peak
points remain. For security reason we may encrypt the payload
data by another key Key2.

3) Step 3: At last, we embed pairs of peak points and zero
points of HD into HA by changing the parity of weight of
blocks in HAX according to the following rules. If the hiding
bit and the parity of the block is same, the block remains.



Otherwise we change it as the right adjacent block in HAX .
For those images whose HD does not include a zero point

but with a minimum number of a pattern block less than 3,
we just record the positions of these blocks and embed them
into blocks belong to HAX .

C. Data Extraction

The extraction procedure is as follows:
1) Step 1: We use the generating key to generate the start

blocks of X coordinates of histograms by Algorithm 1, then
generate histograms HD and HA. To correctly extract pairs of
zero points and peak points of HD, we scan the stego-image
and record the parity of blocks belong to HAX .

2) Step 2: After pairs of peak points and zero points are
extracted correctly, two rules are used to extract data and
recover the image. First, the block patterns still at a peak point
represents ‘0’, and the adjacent block pattern closer to the
paired zero point represents ‘1’. Second, each patterns between
zero and peak pairs is shifted away from the zero points. Then
we decrypt the extracted data by Key2.

3) Step 3: We losslessly recover the blocks belong to HAX
according to their original parity recorded in HD. If the parity
of the weight of a block in HAX differs from the record
parity, we change it as the left adjacent block in HAX .
Otherwise we remain.

D. Feasibility and Security Analyses

1) Feasibility Analysis: The proposed method has been
tested on binary images converted from gray-scale images and
color images [18] in a public standard image set voc2012, size
of which may not be the same. In our methods, hiding capacity
is determined by the numbers of peak points and zero points.
With more pairs of peak points and zero points we have more
hiding capacity.

Now we consider the occurrence of Minimal points. For
simplicity we formulate our problem in terms of a ball shot
game [17]. Consider a total of n balls, the balls are to be
thrown into N boxes randomly, and we assume that the
probability for any particular shot to fall into the jth box is 1

N
for j = 1, . . . , N . Let µ0(n,N) denote the number of empty
boxes, then µ0(n,N) = ϑ1+ϑ2+...+ϑN , where ϑ1 = 1 if the
ith box is left empty and zero otherwise. Then the probability
can be calculated as follows [17, P. 2]:

P{µ0(n,N) = 0} =
N∑
=0

ClN (−1)l(1− l

N
)n. (3)

Denote by Mµ0(n,N) the expected value of µ0(n,N), then
we have

Mµ0(n,N) =

N∑
i=1

Mϑi ≤ N(1− 1

N
)n. (4)

Valentin F. Kolchin et al. proved that the random vari-
able µ0(n,N) is asymptotically normal with the parameters
(Mµ0(n,N),

√
Dµ0(n,N)). Here is the proposition on the

probability of η1, the minimum number of balls in a box.

(a) (b) (c)

Fig. 5: (a) f1; (b) f2; (c) f3.

Proposition 1 [17]: Let α = n
N , and pk =

αk

k!
e−α, k =

0, 1, .... If α
lnN → x > 1 as n, N → ∞ and r = r(α, N)

is chosen so that r < α and Npr → λ where λ is a positive
constant, then

P{η1 6 r + k} → 1− exp{−λ β
k+1

β − 1
}, (5)

where β is the root of the form β + x(lnβ − β + 1) = 0 in
the interval 1 < β <∞.

In our case, N = 80, if n = 640, then P{η1 6 3} → 0.94
and P{η1 6 2} → 0.65. Also we have ball-shot simulations
for 108 times, showing that P (η1 = 0) = 0.0252506,
P (η1 ≤ 2) = 0.671226, P (η1 ≤ 3) = 0.975315 and
P (η1 ≤ 4) = 0.999952. Denote by η2 the maximum number
of balls in a box, and we also have P (η2 ≥ 12) = 0.999997,
and P (η2 ≥ 16) = 0.480036. So we don’t need lots of bits to
record the locations of minimum points with high probability.
The experiments of our method performs even better since the
values of blocks in a normal image have correlations. If the
histogram of the block values of an image fluctuates a lot,
then we have more hiding capacity.

Let the size of image be m ∗ n, and the size of block be
b1 ∗ b2, then the maximum hiding payload of our scheme is
bmb1 ∗

n
b2
c − 44, and is approximately 1

b1b2
bit per pixel.

2) Security Analysis: The length of the chain HDX is
around 80, and the number of state transition from one block
to the next is expected to be 4, so the number of possible
block chains controlled by Key1 can be estimated around 480,
which is huge and hard to analyze, guaranteeing the safety
of the chains. Also, we encrypt the payload data by Key2.
Once the candidate encryption algorithm such as AES-CBC,
or stream cipher RC4 is strong enough, the payload data is
safe. Additionally, our scheme is imperceivable with hiding
data, ensuring safety.

E. Combining With RDH For gray-scale Images

Now we represent each pixel with eight bits. Any bit in the
pixel Pi,j can be represented by pi,j,k, where i represents the
index of image rows, j the index of image columns, and pi,j,k
the kth bit of Pi,j . Then the pixel value can be written as

Pi,j =

7∑
k=0

pi,j,k × 2k. (6)

In the hiding process, we embed message by RDH for a
gray-scale image and obtain a stego-image. Afterwards, we
use an appropriate boolean function to get a binary image and
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Fig. 6: (a) Watermarked image with histogram shifting(48.2
dB); (b) with f1 in (a)(34.2 dB); (c) with f2 in (a)(43.8 dB);

(d) with f4 in (a)(38.2 dB); (e) Watermarked image with
prediction-error expansion(46.7 dB); (f) with f1 in (e)(36.6

dB); (g) with f2 in (e)(36.2 dB); (h) with f4 in (e)(38.8 dB).
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Fig. 7: Start blocks of two chains.

embed data with different data hiding key, by using the topol-
ogy preserved chains in Section B. In our application, the RDH
scheme can be any existing RDH schemes, and the boolean
function must be ‘reversible’. More specifically, The value of a
boolean function f(x7, x6, x5, x4, x3, x2, x1, x0) will change
with one variable flip. For example, let f1(x7, x6, . . . , x0) =
x7, f2(x7, x6, . . . , x0) = x6, f3(x7, x6, . . . , x0) = (x6+x5×
x4 + x3 × x2 + x1 × x0) (mod 2) and f4(x7, x6, . . . , x0) =
(x7 + x6 × x5) (mod 2). f1 and f2 are reversible. For
f3, depending on whether x1, x3 or x5 is 0, the change
on x0, x2, x4 or x6 will flip the boolean function value.
For f4, depending on whether x6 is 0, the change on x5
or x7 will flip the boolean function value. So it is also
reversible. Fig. 5 shows down-sampled binary images by f1,
f2, and f3. Fig. 5(a) transforms the gray-scale image into a
binary image by f1(pi,j,7, pi,j,6, ..., pi,j,0) = pi,j,7, Fig. 5(b)
adopts f2(pi,j,7, pi,j,6, ..., pi,j,0) = pi,j,6 and Fig. 5(c) adopts
f3(pi,j,7, pi,j,6, ..., pi,j,0) = (pi,j,6 + pi,j,5 × pi,j,4 + pi,j,3 ×
pi,j,2 + pi,j,1 × pi,j,0) (mod 2). Note that f1, f2 and f4 are
suitable for combining RDH, but f3 is not because the down-
sampled binary image seems to be random and is not ideal
for data hiding. In the data extraction, we extract data in the
binary image by the steps in Section C, then extract message
by a selected RDH scheme, where we adopt RDH schemes in
[11] and [12]. The proposed approach will be tested on public
available standard image “Lena” with size 512× 512× 8. We
hide 5000 bits into a gray-scale image, then another 128 bits
into a down-sampled binary image. The experimental results
are in Fig. 6.

The cover images The stego images Difference PSNR(dB)

22.35

29.72

24.75

23.79

Fig. 8: The results of random chosen images.

IV. EXPERIMENTAL RESULTS

In our experiments, we use a key to produce a start block
in Fig. 7(a), then generate the chain HDX of length 80, and
the chain HAX of length 42 derived from a start block in
7(b). 1000 public standard images [18] are tested with 128
embedded bits, and hiding rate is 0.002 bpp. And the size of all
images are from 5KB to 32 KB. The minimum PSNR is 21.91
dB, the maximum PSNR is 32.04 dB and the average value
is 27.57 dB. The payload of an image depends on the content
of image and Key1. The payloads of all images range from
50bits to 1000bits. Among those images we randomly choose
four images. Cover image, stego image, the difference between
them and PSNR are shown in Fig. 8. The difference between
the cover and stego images shows that the flipping pixels are
distributed similarly as random noise, and often occur at the
boundaries where black and white pixels meet. Our method
guarantees that at most one pixel flips in one block.

From Fig. 9 and Fig. 10 we clearly see that Ho’s method
performs not well especially in the boundaries, but our method
performs better. Assume that there is a constructed image of
size 12×12 shown in Fig. 9(a), in which 12-bits are embedded
by the two methods. Fig. 9(b) illustrates the method of Ho et
al. has more isolated point compared with our method in Fig.
9(b) and Fig. 9(d).

Moreover, for the chosen 4 image, Ho’s method does not
work for two images since the locations of PF multiply 16 are
larger than the maximum hiding ability of other two images.
But our proposed method works.

V. CONCLUSION

We have proposed a novel data hiding method for binary
image using topology preserved chains. The original image is
cut into equal blocks, and we choose the embeddable blocks
with the same topology structure such as connectivity. Then
we provide a deterministic algorithm controlled by a key to
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Fig. 9: (a) Cover image; (b) Stego-image of Ho et al.; (c) Difference between (a) and (b); (d) Stego-image of the proposed
method; (e) Difference between (a) and (d)
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Fig. 10: Comparison between two methods: (a) Cover Image;
(b) Proposed method; (c) Ho et al.

generate a set of embeddable blocks that are different only
in one pixel between adjacent blocks. Moreover, our method
need not pre-share patterns for data hiding, which is very
convenient. Theoretical analysis shows that our hiding method
is feasible, and experimental results demonstrate that visual
quality of our scheme is better than a typical method. Very
interestingly, the proposed hiding method for binary image
can be combined with any existing RDH scheme for a gray-
scale image by a ‘reversible’ boolean functions operating on
different bitplane of the gray-scale image. We can improve
hiding payload by using different reversible boolean functions
iteratively. Admittedly, the distortions caused by higher bit-
planes will increase. In future, we will study how to balance
the hiding payload and the distortion.
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