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Abstract—Storage systems are transitioning to the use of
erasure coding instead of replication, for its offering interesting
trade-offs between efficiency, reliability, and storage overhead.
However, it results in high read latency and long recovery time
when corrupted blocks are erasure coded. In this paper, we design
a parity independent array codes (PIT), a variation of STAR code,
which is triple fault tolerant and nearly space-optimal, and also
propose an efficient single-failure recovery scheme (PITR) for
them to mitigate the problem. PITR aims to reduce the amount of
disk reads and network transfers to reconstruct the unavailable
block when single failure happens. In addition, we present a
“shortened” version of PIT (SPIT) to further reduce the recovery
cost. In this way, less disk I/O and network resources are used,
thereby reducing the recovery time and resulting in a high system
reliability and availability. Specifically, experimental results show
a factor of as much as 40.0% and roughly more than 34.5%
reduction of disk and network traffic over the naive recovery
scheme on all cases. SPIT codes further achieve a factor of 7.1%
performance improvement in average over PIT codes.
Paper Type: Regular Paper

I.

I NTRODUCTION

In recent years, with the size of modern storage systems
growing to an unprecedented scale, drive failures have become
more of the norm rather than the exception [8], [29]. To ensure
data safety, traditional cloud storage systems [8], [33] employ
3-way replication, and thus have a very high extra overhead of
2 (or 200%). Erasure coding outperforms replication in storage
efficiency, but has to suffer high recovery cost for unavailable
data.
An erasure code is defined by two parameters, k and m,
where k data blocks are used to determine m additional parity
blocks so that any k-subset of the k + m blocks are sufficient
to recover original k data blocks. The k + m blocks consist
of a code stripe and are usually distributed among different
nodes for failure isolation in cloud storage systems. We use
EC(k, m) to represent an erasure code with parameters k and
m. We define the overhead as m/k (typically around 0.5),
which we want to minimize to reduce storage costs.
We define a corrupted block to be any block which is
unavailable, possibly due to a node or drive failure, a checksum
error, or something else. When failure occurs, a request for the
corrupted data block will require fetching k blocks (belonging
to the same code stripe as the corrupted block) from multiple
remote nodes to reconstruct the missing data, called a degraded
read. This read requires large amounts of network traffic and
disk I/O, and thus negatively impacts the system’s availability
significantly.

In addition, when failure occurs, the system is said to be
in degraded mode and a resource-consuming reconstruction
(or recovery) process is triggered to recover the corrupted data
on the failed drive or node, which will be stored on other
available drives. Modern systems often conduct online failure
recovery where the reconstruction process will compete for
system resources with user requests. Moreover, in degraded
mode the system is vulnerable to additional, simultaneous
failures which may lead to data loss and reduce the system’s
reliability.
Reducing the amount of data required for reconstruction
will save much network traffic and disk I/O, therefore reducing
the recovery costs when failure occurs. This improves both
system’s availability and reliability, motivating the study of
methods in this paper which mitigate these disadvantages.
Though modern cloud storage systems [1], [3], [15] employ
erasure codes which tolerate multiple simultaneous failures,
single node or disk failure (or single-failure in short) occurs
far more frequently than simultaneous failures. Particularly,
single-failures occupy 99.75% of recovery cases in real deployment [30]. Thus, we seek codes which are both (a) tolerant
to multiple failures, and (b) efficient at reconstruction in the
case of a single-failure.
Let M denote the size in bits of whole data object. It
has been theoretically proved in [6] that communicating (and
reading) less than M bits are sufficient to repair a single
erasure, compared to exact M bits using naive repair. Many
solutions have been proposed to reduce the amount of data
during single failure recovery, and can be categorized as
follows:
•

Construction of new erasure codes, such as Hitchhiker [26], LRCs [11], [28] and Hv code [31], which
use less network bandwidth and disk I/O than existing
codes.

•

Optimizations for specific codes, such as RDP [37],
EVENODD, X-code and STAR [34], which prove a
lower bound of the amount of required data by using
multiple parities for recovery.

We continue the research of reducing the amount of data
reads during single failure recovery for STAR code in this
13M
paper. Though the range ( 2M
3 , 18 ) of required data for singlefailure recovery in STAR code has been derived in [16], [34],
[39], we figure out that it is a two-stage recovery process and
works not so efficiently as this range shows (see Section II for
details). Thus, we propose a variated construction of STAR

code to eliminate this inefficiency. In addition, we detailedly
analyze the effects that code shortening has on our modified
code. Shortening of a code is first mentioned in [4], [5], [34],
but they either serve a different purpose or do not consider the
effects elaborately.
In this paper, we design a kind of parity-independent array
code with triple parities, PIT code, which is based on STAR
code and is nearly space-optimal. While it is tolerant to 3
erasures, we focus on improving single data block recovery
in a PIT code stripe and present an efficient single recovery
scheme, PITR, with the aim of reducing data traffic during
reconstruction. In addition, we propose a “shortened” version
of PIT code, SPIT, and deploy PITR into SPIT to further
reduce the recovery costs of single-failure scenario.
PITR is different from previous work in several ways:
•

The two-stage recovery for STAR code negatively
impact the recovery performance, which is not considered in traditional optimizations [16], [34]. PITR
overcomes the deficiency by proposing PIT code, a
variation of STAR. PIT also brings side benefits such
as better encoding and updating performance.

•

Code shortening is first applied to a code, aiming to
overcome parameter limitation, but in PITR it works
to further reduce the amount of data reads for singlefailure recovery.

•

Though general approaches have been proposed in
[14], [39], we propose our optimized approaches specially for PIT code, which works more naturally and
time-efficiently.

The remainder of the paper is structed as follows. We
motived the PITR in Section II and describe PIT code and
PITR recovery strategy in detail in Section III. We illustrate
two different implementations of PITR in Section IV-C and
shortening strategy in Section V. We evaluate them in Section
VI and conclude our paper and future work in Section VIII.
II.

M OTIVATION

In this section, we first briefly describe STAR code [12]
and illustrate the problem of typical two-stage single-failure
recovery scheme for STAR. Then we give intuitions about our
improvements.
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Fig. 1: The STAR encoding with p = 5.
In STAR, the first p columns are data blocks and the last
three columns are parity blocks. The parity units in column p
are generated by XORing the data units in the same row while
the parity units in columns p + 1 and p + 2 are computed
differently and are described as follows: (1) An imaginary
row p − 1 with zero values is added to this array. (2) We
compute the corresponding parity units in columns p + 1 and
p + 2 by XORing the data units along the same diagonal with
slop 1 and −1 respectively, which are marked with different
shapes in Fig.1. (3) Units ap−1,p+1 and ap−1,p+2 become nonzero and are called adjusters. Then adjuster complementary is
performed to eliminate the adjusters by adding (XOR addition)
them to all the units in column p and p + 1 respectively. Refer
to [12] for more details.
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Fig. 2: Two-stage recovery with p = 13 and block 0 failed
for STAR. The circles indicate that the row units are used
to perform recovery; the upward-triangles and downwardtriangles indicate that the diagonal units with slop 1 and −1
are used to perform recovery respectively.

A. STAR Code

B. Two-stage Single Failure Recovery for STAR

STAR code is one of erasure codes, which tolerates any
3 failures with 3 additional parity blocks and is thus Maximum Distance Separable (MDS) [18]. Besides MDS property,
the STAR code is computationally efficient in encoding and
decoding, where only XOR operations are required.

When single failure occurs, the units in the corrupted
column can be recovered by row or diagonal parities. Wang et
al. [34] proposed an optimized single failure recovery scheme
for STAR code, which is shown in Fig.2. It divides the
corrupted units into three parts averagely and recovers them by
utilizing parity units in columns p, p+1 and p+2 respectively.

The STAR encoding takes a (p − 1) × (p + 3) array A =
(ai,j ), where p is prime. The columns of A are indexed by
Zp ∪ {p, p + 1, p + 2}, where each column corresponds to
a block, either data or parity block, which split into (data or
parity) units. Here Zx denotes {0, 1, . . . , x−1}. Unit ai,j (0 ≤
i ≤ p − 2, 0 ≤ j ≤ p + 2) represents unit i in column j.
STAR code is one popular two-dimensional array code, where
failures mean column erasures, and STAR code can tolerate
any 3 columns erasure.

Once diagonal parities are involved in the recovery, as in
Fig.2, the decoding process will be divided into two stages: (1)
calculating two adjusters by XORing column p with column
p+1 and p+2 respectively, (2) fetching the required units and
performing decoding operations. That’s why we call it twostage recovery. This proposed scheme gives an upper bound
17
47
M
13M
2
( 13
18 p + 19 p − 18 ) p(p−1) ≈ 18 for any single data block
recovery.

However, a question remains unanswered when deploying
STAR into cloud storage systems: does the upper bound
13M
18 work efficiently as it shows? Our answer is “no”. The
additional stage 1 requires 3(p − 1) disk unit reads, 3(p − 2)
unit XOR operations and 3 unit transfers, which increases
the complexity for recovery and thus negatively impacts the
performance. With this reason, we propose a simple code
based on STAR, called PIT code, to address this problem by
storing the two adjusters rather calculating them, which will
be presented detailedly in Section III.

In short, PIT code stores the two adjusters ap−1,p+1 and
ap−1,p+2 in the array, rather than removes them by adjuster
complementary. Algebraically, the encoding of three parity
columns, indexed by p, p + 2, and p + 2, can be represented
as for all i ∈ Zp :
ai,p =

M

ai,j ,

provided i 6= p − 1,

(1)

j∈Zp

ai,p+1 =

M

ai−j,j , provided i − j 6= p − 1,

(2)

ai+j,j , provided i + j 6= p − 1,

(3)

j∈Zp

C. Code Shortening
The shortening of a code is first mentioned in [4], [5],
aiming to break the limitation of prime parameter. Then in [34],
a “shortened” version of (4, 2) EVENODD [4] code with
p = 3 is presented, which follows a different aim and makes
it possible to transfer 3 units to repair the single failure.
EVENODD code uses the exact same encoding rules as STAR
for the first two parity columns, and does not have the third
parity column. Both previous works motivate the study of code
shortening.
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Fig. 3: Repair of a (4, 2) EVENODD code with p = 3 if the
first column is erased, where three units are transmitted [34].
We take an example of repairing column 0 for a shortened
version of EVENODD code (i.e., column 2 is shortened) from
[34], as is illustrated in Fig.3. One difference is that it requires
linear combinations before transferring the units (i.e. b11 +
b21 ), which is called regenerating. The behind principle about
regenerating has been theoretically analyzed and proved in [6],
which is out of the scope of this paper. In this paper, we mainly
study how code shortening impacts the recovery performance
and whether we can find a better shortened version of PIT
code.
III.

PIT C ODE

ai,p+2 =

M
j∈Zp

Giving the 3p − 1 linear equations, these are illustrated in
Fig. 4.
B. PIT Code Decoding
PIT code is different from STAR code in column p + 1
and p + 2. It can be easily converted to STAR by performing
adjuster complementary. Therefore, the decoding algorithm
for STAR code is suitable for PIT code, i.e., when columns
failure occurs, we first transform the columns p + 1 and p + 2
(if available) to that of STAR code and then perform STAR
decoding. This also acts as a simple proof that PIT code can
tolerate any 3 erasures as STAR code.
In fact, when digging into the decoding process of STAR
for two or three erasures, the adjuster(s) is to be calculated
first in most of erasure cases except column p is an erasure.
For single erasure, any data unit ai,j can be recovered in three
distinct ways (using one of (1), (2), or (3)) by XORing p − 1
other units, where the optimized algorithm will be illustrated
in Section IV.
It should be noted that the method proposed in [34]
for STAR needs to calculate two adjusters. The overhead is
presented in Section II-B, which is eliminated in PIT code
owing to the storing of two adjusters. Thus, PIT code will
accelerate the decoding procedure.
C. PIT Code Updating
The updating of PIT code is the same as STAR, except
that we want to update such a unit ai,j that it involves in the
adjuster construction, i.e., i and j satisfy i + j = p − 1 or
i − j = p − 1.

The PIT code consists of p data blocks and 3 parity blocks
as STAR code, and can be described by a p × (p + 3) array
A = (ai,j ), where 0 ≤ i ≤ p − 1, 0 ≤ j ≤ p + 2. We exclude
the units ap−1,j for j ∈ Zp . We use PIT(p) to represent PIT
code with prime p.

PIT code brings side benefit of better unit-updating performance than STAR. When a data unit ai,j need to be rewritten
in PIT, only 4 unit reads and writes (i.e., one original ai,j
and 3 corresponding parity units) are enough. But, this is not
true in STAR if ai,j is the exact unit involving in the adjuster
construction, which requires p + 2 unit reads and writes.

A. PIT Code Encoding

D. PIT Code in Cloud Storage System

The PIT code uses the same encoding rules of STAR code
for the first parity column (i.e. column p). The units in columns
p+1 and p+2 are computed very similar to STAR code except
that adjuster complementary is removed (refer to Section II-A
for STAR encoding).

When a file is uploaded to a cloud storage system using
PIT(p), the file is first divided into multiple data blocks of a
fixed size (e.g. 64MB) with each data block containing p − 1
data units. Then for each group of p data blocks, the system
computes the 3 parity blocks as per (1), (2), and (3), and the
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Fig. 4: Illustrating how parity units are determined in PIT(13). In every matrix, the units marked by the same shape constitute
a parity group. The left, middle, and right matrices correspond to equations (1), (2), and (3) respectively.
p+3 blocks are randomly distributed over p+3 distinct storage
nodes. For the group without enough p data blocks, extra zero
blocks are added into this group, which assists the encoding.
The storage overhead of PIT(p) is
no. parity units
3p − 1
3
=
∼ ,
no. data units
p(p − 1)
p
which has asymptotically the same overhead as MDS(p, 3)
codes, which has overhead 3/p.
The upward-diagonal parity block (block with indice p+1,
or block p + 1 in short) and downward-diagonal parity block
(block p + 2) both have p units, which differs from the block
size to the other types of blocks, i.e., data blocks (blocks
0, 1, . . . , p−1) and the horizontal parity block (block p) which
all have p − 1 units. While we have differing block sizes, since
the blocks are stored randomly distributed, the nodes end up
with approximately balanced storage requirements.

Under some strategy ST for deciding how to recover a
corrupted data block q, we define the recovery array c = (ci,j )
as the p × (p + 3) array where ci,j is the number of times
unit ai,j will be used in recovering block q under the strategy
ST. A recovery array c necessarily has ci,j = 0 when j =
q and when i = p − 1 and j ∈ Zp ∪ p. Recovery arrays
c indicate the units which are used for to recover block q.
We illustrate recovery arrays with crosses indicating erased
units, and circles, upward-pointing triangles, and downwardpointing triangles respectively indicating when that unit is used
in recovery via equations (1), (2), and (3). Essentially, the more
0’s there are in the recovery arrays, the better the strategy.
For q ∈ Zp , we use COSTq to denote the number of units
required to be read in order to recover the p − 1 units of data
block q. Thus, COSTq can be described by
COSTq :=

p−1 X
p+2
X

fi,j .

(4)

1, if ci,j 6= 0,
0, otherwise.

(5)

i=0 j=0

IV.

S INGLE FAILURE R ECOVERY IN PIT CODE

When a single-failure occurs, the units in the corrupted
data blocks are recovered by XORing the remaining horizontal, upward-diagonal, or downward-diagonal units, which, by
design, would have been distributed to other healthy nodes.
The units in the available blocks need to be read from their
corresponding disks and then sent to a central repair node
for recovery, consuming network and disk traffic. Importantly,
when recovering a block due to failure, we can reduce the
number of reads by choosing to recover its corrupted units in
a way that reads available units that reuses the units used to
recover other corrupted units.
A. Problem Formulation
In this paper, we aim to address the problem: in a PIT
coded storage systems, can we minimize the amount of data
traffic for single data block recovery? Though there are many
aspects needed to be taken into consideration and comparison
(e.g. the system workload, available network bandwidth, disk
seeks, and decoding time, etc.) for the recovery performance
of single-failure, we focus only on one metric of minimizing
the cost of network traffic and disk I/O. Note that if the parity
block is corrupted, all M data bits are required to recover this
parity block by encoding operation, which is not considered
in this paper.

where fi,j satisfies

fi,j :=

Thus, under some recovery strategy ST, the average number
of units required for any corrupted data block is
p−1

COSTavg [ST] = COSTavg :=

1X
COSTq .
p q=0

(6)

We will seek to minimize COSTavg .
It should be noted the seeking to minimize COSTavg is
only an once-off task, meaning that for the given coding
parameters and corrupted block, the optimal recovery array is
fixed. We can simple compute and store the recovery solutions
in advance for all the corrupted possibilities, to eliminate this
seeking overhead.
B. Saving Ratio Metrics
In a storage system using PIT, to recover a corrupted data
block, a simple way is to use the surviving data blocks and
the horizontal parity block, which we call horizontal recovery
strategy (HOR). HOR reads exactly p(p − 1) units (i.e., M

bits) to recover from any single block failure, so e.g. with
p = 13, we have COSTq = 156 for all q ∈ Zp . Note only one
parity block is involved in the recovery process, which is not
efficient.
Previous works [34], [37] have shown that using more
parity groups generally reduces the number of units required
for single-failure. For q ∈ Zp , We define the q-th saving ratio
SRq = SRq [ST] for a strategy ST to be the ratio of number
of units involved in recovering block q vs. HOR, i.e.,
SRq [ST] :=

COSTq [HOR] − COSTq [ST]
.
COSTq [HOR]

(7)

For a given strategy ST, we pay more attention on the
average single-failure repair performance, so we also define
SRST =

COSTavg [HOR] − COSTavg [ST]
.
COSTavg [HOR]

(8)

Minimizing (6) is equivalent to maximizing (8).
C. Optimal and Near-optimal Recovery
When a data block q is corrupted, a strategy ST determines
how we recover the units ai,q , for i ∈ Zp \ {p − 1}, using
horizontal, upward-diagonal, or downward-diagonal parities.
This results in an ordered composition (H, U, D) of Zp \ {p −
1}, with H, U , and D respectively containing the indices i of
the corrupted unit for which horizontal, upward-diagonal, or
downward-diagonal parities are used. An ordered composition
of (H, U, D) determines one recovery array.
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enumerating all possibilities, which has been studied in [13],
[14], [39] for general XOR-based erasure codes.
Here, we briefly introduce our enumerating method
(PITRe ) for PIT code. We use COSTq = COSTq (H, U, D)
as the number of units read in recovering block q. We aim
to seek such a composition of (H, U, D), which minimizes
COSTq . This is a classical balls-into-bins problem with p − 1
balls and 3 bins, which leads to 3p−1 possibilities. Computing
COSTq given (H, U, D) can be done by computing the
recovery array and counting the number of non-empty cells,
requiring O(p2 ) steps. Obviously, the number of recovery
arrays grows exponentially with p and it is a NP-hard problem
[13] to achieve the optimal recovery array that minimizes
COSTq .
Therefore, PITRe will inevitably become computationally
infeasible for large p. In addition, data recovery may be
provided by third-parity companies like DataRecovery [2],
which makes the optimal recovery array can not be computed
in advance. Therefore we consider time-efficient heuristic
techniques to find the close-optimal recovery array.
Generating Good Recovery Arrays for Larger p: In
[39], a computationally efficient replace recovery algorithm is
proposed to seek better solutions of single-failure recovery for
any XOR-based erasure codes. Here, we follow the similar idea
but design a more efficient greedy switching method (PITRg )
specially for PIT code, aiming to find a reasonable, locally
optimal recovery array, suitable for larger primes, p ≥ 31 say.
Given some ordered composition (H, U, D) of
{0, 1, . . . , p − 2}, the switch we consider moves i from
whichever set in {H, U, D} it belongs to, to another set in
{H, U, D}.

2
3

Algorithm 1 Greedy Switching Algorithm

4

Input: Prime p and corrupted block q
Output: Ordered composition (H, U, D) of {0, 1, . . . , p − 2}
1: Initialize the sets H = U = D = ∅
2: for i = 0 to p − 2 do
3:
s[0] = (H ∪ {i}, U, D)
4:
s[1] = (H, U ∪ {i}, D)
5:
s[2] = (H, U, D ∪ {i})
6:
(H, U, D) = arg mins[j] COSTq (s[j])
7: end for
8: f = true
9: for i = 0 to p − 2 do
10:
r = COSTq (H, U, D)
11:
H = H \ {i}; U = U \ {i}; D = D \ {i}
12:
s[0] = (H ∪ {i}, U, D)
13:
s[1] = (H, U ∪ {i}, D)
14:
s[2] = (H, U, D ∪ {i})
15:
(H, U, D) = arg mins[j] COSTq (s[j])
16:
if COSTq (H, U, D) < r then
17:
f = false
18:
end if
19: end for
20: Repeat Lines 8-19 until f == true
21: return (H, U, D)
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Fig. 5: The PITR recovery array for block 0 in PIT(13).
We use PIT recovery (PITR) to represent our proposed
strategy. A PITR recovery array used to recover block 0
for PIT(13) is shown in Fig.5. We have H = {0, 1, 2, 5},
U = {3, 7, 8, 10}, and D = {4, 6, 9, 11}, giving the ordered
composition (H, U, D) of {0, 1, . . . , 11}. In this case, we have
COST0 [PITR] = 103, which is less than COST0 [HOR] =
156. Hence SR0 [PITR] = (156 − 103)/156 = 34.0% for
p = 13. It is noted that this saving ratio breaks the theoretical
limit of 33.3% for STAR code in [16], owing to the use of
PIT code.
Obviously, there are a number of ways to repair the
corrupted units, which motivates the exploration of better
recovery arrays for PIT(p) in the following sections.
Enumerating Recovery Arrays for Small p: Enumeration
recovery is such an approach to reach the optimal result by

Algorithm 1 shows the details of this greedy method. We
start with H = U = D = ∅ and sequentially adds indices from

{0, 1, . . . , p − 2} to either H, U , or D, depending on which
introduces the fewest reads in recovering block q (Lines 17). If some switch reduces the number of reads which would
be made in recovering block q, we apply it (Line 6), and do
so repeatedly until no such switch exists (Lines 8-20). By
finite descent, the algorithm will terminate. This results in
an ordered composition (H, U, D), which achieves the local
minimum number of reads.
The method proposed in [39] is for general XOR-based
codes and thus there will be many obviously invalid parity
switches, which introduces unnecessary computation. We follow a different rule with H = U = D = ∅, and repeatedly
add or switch indices into that set who introduces the fewest
number of unit reads, which ensures each step is valid and
each switch is greedily performed.
0

1

2

3

4

5

6

7

8

9 10 11 12 13 14 15

0
1
2
3

Since COSTq is smaller than or equal to p2 and is decreased
after each switch round (Lines 8-19), Line 20 will repeat for at
most p2 times in total. Therefore, the overall time complexity
of Algorithm 1 is O(p4 ), which is polynomial with p.
In Algorithm 1, the corrupted units are examined sequentially in each switch round (Lines 8-19). Here more
sophisticated strategy can be designed, e.g. at each switch
round, the switch that results in the fewest units read among
all the feasible switches is performed.
V.

SPIT C ODES

Thus far, the discussion of PIT implies the number of
blocks in one code stripe is fixed at p + 3 for any prime p.
In fact, we can use a shortening technology suggested in [4],
[5] to break this prime limit. We select a large p (e.g. p ≥ 31)
for PIT code and then delete some data blocks from the code
stripe. We use s to denote the number of deleted blocks and
focus solely on deleting the last s data blocks (i.e. blocks from
p − s to p − 1).
Practically, we assume the deleted blocks are filled with
zeros. They are involved in the construction of PIT code but
do not affect the content of the parity blocks. We call the code
constructed by this shortening technology shortened PIT code
(SPIT). We use SPIT(p, s) to denote the code transformed
from PIT(p) by deleting the last s data blocks. Moreover,
because it simply treats the data on deleted blocks as zeros, it
inherits the original code’s fault tolerance.
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In addition, a shortened version of EVENODD is proposed
in [34] (see Section II-C), which shows possible benefit that
code shortening has on single-failure recovery. To our knowledge, there is no other work caring about how code shortening affects single-failure recovery. The enumerating method
PITRe and the heuristic method PITRg (see Section IV-C)
proposed for PIT codes can be easily applied to SPIT codes
for our purpose.
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Fig. 6: An example of a switch: we use the horizontal parity
(top) instead of the downward-diagonal parity (bottom) to
recovery unit a1,0 of PIT(13). That is, we move 1 from D to
H.
Fig. 6 illustrates a switch process that might occur. In this
example, we begin with H = {2, 5, 9}, U = {0, 4, 6, 11},
and D = {1, 3, 7, 8, 10}, which is obtained by Lines 1-7 of
Algorithm 1. This composition results in the cost of 104 units
to recover block 0. When the second loop runs (Lines 8-19) for
the first time, it moves 1 from D to H, giving H = {1, 2, 5, 9},
U = {0, 4, 6, 11}, and D = {3, 7, 8, 10}, which would result
in 103 units. We execute the loop again but it does not give
any reduction on the number of unit read and leads to a local
minimum result of 103 units. This local optimum is indeed the
global optimum as realized in Fig.5.
We now analyze the time complexity to search the ordered
composition (H, U, D). Line 6 takes O(p) time to determine
how many new units are required for the recovery of unit i.

0
1
2
3
4
5
6
7
8
9
10
11

Fig. 7: The PITR recovery array for SPIT(13, 6), where six
data blocks (blocks 7-12) are deleted and imagined to contain
all 0s.
With s > 0 and q ∈ {0, 1, . . . , p − 1 − s} for SPIT(p, s),
the average number of units required for any corrupted data
block q under some strategy ST is
COSTavg [ST] :=

p−1−s
X
1
COSTq , if s > 0.
p − s q=0

(9)

We can see that the shortening technology works on two
sides:
1)

2)

It improves the parameter flexibility. Various choices
of p and s for SPIT give different erasure codes
EC(k, 3) where k = p−s. In this way, SPIT expands
the PIT code parameter space.
It improves the recovery performance. As Fig.7 and
Fig.5 show, PITR can achieve higher saving ratio on
SPIT(p, s) than on PIT(p). Moreover, we will show
that SPIT(k + s, s) has better recovery performance
than PIT(k).

With fixed p, we can trade-off storage overhead with
recovery cost by tuning s; given fixed k, we can seek for
the p with minimum recovery cost. Moreover, the shortening
technology eliminates the prime limit.
The above discussion raises an interesting and important
question: given k, which pair (p, s) (meeting p = k + s and p
is a prime) achieves the best SRPITR ? This question is aroused
for practical need in cloud storage systems and we explore this
experimentally in the next section.
VI.

E VALUATION

We conduct extensive experiments to evaluate PITR (i.e.,
PITRe and PITRg ) on PIT codes and SPIT codes. The
parameter p varies from 5 to 67 in our experiments, which
is set according to real storage systems [1], [3], [11], [15],
[23]. Unless otherwise specified, we use PITRe for small p
and PITRg for larger p respectively.

p

Enum

7
11
13
17
19
23
29
31

4.1 ms
6.7 ms
30.5 ms
2.0 s
16.9 s
22.3 m
27.5 d
—

Greedy

Enum/Greedy

18
33
51
98
162
326
276
379

228.3
203.2
597.4
2.0 × 104
10.4 × 104
4.1 × 106
8.6 × 109
—

us
us
us
us
us
us
us
us

TABLE I: The time taken by the enumerating and greedy
switching methods for PIT with p ranging from 7 to 31.
b) Performance: Fig.8 shows the average cost, i.e.
COSTavg achieved by PITRe and PITRg respectively as the
parameter p varies from 5 to 29 for PIT.
We can see that the performance of PITRg are very close
to PITRe for all different p, differing by a factor of 0 to 0.9%.
In fact, PITRg achieves exactly the same COSTavg as PITRg
except at one point, e.g., p = 19. It indicates the effectiveness
of the greedy switching method for small p.
800
PITRe

PITRg

600

COSTavg

The PITRe recovery array for SPIT(13, 6) with block
0 corrupted is shown in Fig.7. We have H = {0, 1, 2, 3},
U = {4, 5, 6, 7} and D = {8, 9, 10, 11} for corrupted block
0. It requires reading 50 units from disk (along with the accompanying network transfers, etc.) while HOR needs to read
12 × 7 = 84 units, which implies SR0 [PITR] = 1 − 50/84 '
40.5%, which is an improvement upon SR0 [PITR] ' 34.0%
as in Fig.5.

400
200
0
5

10

15

20

25

30

p

Fig. 8: Average number of units required for single data block
failure recovery by using PITRe and PITRg respectively as
prime p varies from 5 to 29.

A. Enumeration vs. Greedy Generating
a) Computing Time: We first examine the computing
time of both enumerating and greedy switching methods. We
conduct the evaluation on a Linux desktop server, which is
configured with CentOS 6.5, quad-core Intel Core i7-3770
CPU @ 3.40GHz with hyper-threading enabled, and 32GB
memory.
Table I shows the average time of enumerating and greedy
switching methods for different p for PIT code. The second
column “Enum” lists the time taken by PITRe and the third
column “Greedy” shows the time taken by PITRg . We can
see from the table that the enumerating time approximately
follows the exponential growth according to 3p . For p = 29,
it takes more than 27 days to find the optimal recovery array,
so we can estimate the computation time will be about 250
days for PIT(31). In contrast, the time incurred by greedy
switching method is ignorable compared to enumeration. For
p = 31, the computation time is only around 0.4 ms. We have
also verified that for very large p = 997, the computation time
is less than 3 s, which can satisfy any kind of requirement for
practical use.

When we compare the recovery performance of different
recovery strategies and different coding schemes, simply focusing on COSTavg is not enough: (1) as p increases, COSTavg
continues to increases, which will eventually fail to reflect
the actual performance improvement intuitively; (2) if the
shortening technology is applied, we cannot equate lower
COSTavg with higher recovery performance any longer. So
we will use a more reasonable metric - saving ratio (SR, see
Section IV-B) - in the following sections.
B. PIT Code vs. SPIT Code
In this section, we evaluate the saving ratios for PITR with
different parameters and finally will show how SPIT code is
superior over PIT code.
For SPIT(p, s) with s data blocks deleted, we only consider the cases where p − s ≥ 4 because in cloud storage systems
[1], [3], [11], a code stripe generally consists of more than or
equal to 4 data blocks. We define r = ps as the shortening
proportion.

To explore how r impacts the PITR performance as p
varies, we run the experiments in three cases: (1) r = 0 (PIT)
where no data blocks are deleted; (2) r = 31 , where a small
proportion of data blocks of each code stripe is deleted; (3)
r = 32 , where a large proportion of data blocks of each code
stripe is deleted.
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0.375
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Fig. 9: SR of PITR with r = 0,
from 5 to 67.

1
3,

and

2
3

as prime p varies

The experimental results are shown in Fig.9. We learn that
there is no a universal optimal shortening proportion r for all
p and a specific r may leads to quite different performance
changes for different p. For example with r = 0, SR varies
from 32.0% to 40.0% as p varies. When p is very small (e.g.
p = 5), the best PITR performance is achieved with r = 0.
This is because that when p is small and r > 0, too few data
blocks in one code stripe are left to overlap more units to
yield a low single-failure recovery cost. As p increases, the
saving rate of regular PIT code decreases rapidly. PITR with
r = 1/3 achieves the highest SR when 7 ≤ p < 23 while PITR
with r = 2/3 does best for 23 ≤ p ≤ 53. As p continues to
increase, PITR with r = 1/3 achieves nearly the same SR as
that with r = 2/3 and their performance is stable. The SR is
about 3 percent higher than that with r = 0 for large p, which
highlights the benefit of shortening strategy.
0.4

p=13

p=29

p=47

0.375
SRPITR

The results are illustrated in Fig.10. Some observations are
drawn from the figure: (1) In the first stage where r < 12 , all
of the three SR curves climbs quickly as r increases; (2) As r
continues to increase, SR for p = 13 decreases sharply while
those for p = 29 and p = 47 also have a similar decreasing
trend. This is mainly because that only a few data blocks in
one code stripe are left when p = 13 and r > 21 ; (3) Varying r
impacts the SR significantly for the given p. For example, SR
for p = 13 experiences a factor of at most 12.1% difference
by changing r.

0.35

0.325
0.3
0

1/8 1/4 3/8 1/2 5/8 3/4 7/8

1

r
Fig. 10: SRPITR with p = 13, 29, and 47 as r varies, where
1
0 ≤ r < 1 and its step size is 16
.
We also explore how r impacts SR with the given p in detail
and use p = 13, 29 and 47 for experiments, which represent
the small, middle and large stripe sizes respectively.

We have shown in Fig.10 that both p and r would impact
SR performance. Different combinations of p and r (or s)
result in an average of around 10% performance gap on
SR. In practical cloud storage systems, k (or p − s − 1) is
generally fixed since the user usually requires a specific storage
overhead. This gives us a hint to explore the optimal p (or s)
to achieve the best recovery performance for the given k.
For 4 ≤ k ≤ 67, We have enumerated all of the feasible
SPIT(p, s) as p varies from 5 to 67 with p − s = k. Table II
shows the SR over the naive HOR method and corresponding
(p, s) for SPIT and PIT codes. The first Column “k” denotes
the physical number of data blocks in each code stripe. For
SPIT, different combinations (p, s) lead to the same k (i.e.,
the same storage overhead) but diverse SR, and we present
the maximum and minimum SR and corresponding (p, s)
combinations in the second column “Maximum” and the third
column “Minimum” respectively. Whereas, the PIT codes with
k = 4, 6, 9, 12 and 44 have no results because k should be
prime.
SPIT

PIT

Maximum

Minimum

k

SR

(p, s)

4

37.5%

(5, 1), (7, 3)

5

40.0%

6

SR

Original

(p, s)

SR

(p, s)

32.3%

(59, 55)

—

—

(5, 0)

33.3%

(37, 32)

40.0%

38.9%

(7, 1)

34.7%

(61, 55)

—

7

38.1%

(13, 6)

35.2%

(61, 54)

35.7%

9

37.5%

(17, 8)

35.3%

(41, 32)

—

11

37.2%

(23, 12)

34.5%

(11, 0)

12

36.7%

(23, 11)

34.7%

(37, 25)

13

36.7%

(23, 10)

34.0%

(13, 0)

34.0%

(13, 0)

17

35.6%

(23, 6)

33.5%

(17, 0)

33.5%

(17, 0)

23

35.2%

(47, 24)

33.0%

(23, 0)

33.0%

(23, 0)

31

35.0%

(53, 22)

32.4%

(31, 0)

32.4%

(31, 0)

44

34.5%

(67, 23)

32.4%

(47, 3)

—

34.5%
—

(5, 0)
—
(7, 0)
—
(11, 0)
—

—

TABLE II: The performance improvement with various k of
PITR, compared to HOR method.
Some conclusions are drawn from the table: (1) By deploying PITR, both SPIT and PIT achieves the SR performance by

a factor of over 32.0% for different stripe sizes, showing the
benefit of PITR; (2) The greatest improvement comes from
small values of k, which are most frequent cases in popular
storage system [11], [28], [33]; (3) As k increases, the SR
for PIT decreases by around 19 percent while the maximum
performance for SPIT decreases by around 13 percent and
finally tends to be stable (around 35.0%), which illustrates
the effectiveness of shortening technology; (4) SPIT shows a
roughly of more than 34.5% performance improvement over
HOR at any k, which is at most 15% better than another
recovery strategy presented in [16] for STAR code, and roughly
7.1% better in average than PIT code; (5) Some k can not be
achieved for PIT because of the prime limit (e.g. k = 6) and
SPIT overcomes the limit of prime p and extends the parameter
space.
To deploy our codes into cloud storage systems like HDFSRAID [3], we first select an appropriate k, according to the
storage overhead. For example, with k = 6, we choose SPIT
code with (p, s) = (7, 1) to encode the 6 data blocks in the
code stripe. We also store all the optimal and near-optimal
recovery arrays generated by PITR for any corrupted block in
advance. When disk or node failure happens in this system,
blocks on it become corrupted. For one given code stripe with
single data block q corrupted, we use the pre-stored recovery
array for recovery. In this way, it saves 38.9% network traffic
and units read compared to naive HOR method to recover the
single-failure.
D. PIT and SPIT vs. STAR
In this section, we show the comparison of PIT and SPIT
codes with STAR code. In [34], [39], a lower bound (i.e.,
2 2
13 2
17
47
3 p − p ) and an upper bound (i.e., 18 p + 9 p − 18 ) of
the nubmer of units required for single-failure in STAR code
are theoretically proved respectively. We use STARlow and
STARup to denote the lower and upper bound, and STARopt
to denote the optimal curve. We run the experiments for PIT
and SPIT codes as p varies from 5 to 67.
0.5

STARlow
STARlow
STARup
STAR
up
PIT

0.4

SR
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0
10

20

30

40

50

60

•

The upper bound is not tight, with an average of
23.3% SR gap between STARup and STARopt . As
p increases, SR for STARup increases sharply and
13
should finally be stable at 1 − 18
= 27.8% according
to the upper bound equation. By contrast, SR for
STARlow will be stable at 1 − 32 = 33.3%.

•

SPIT performs better than both STAR and PIT. Fig.11
illustrates a higher SR for SPIT than the optimal case
for STAR and PIT. Specially, SPIT shows roughly a
factor of 20% improvement over STAR, and 6.1%
improvement over PIT in average.
VII.

R ELATED W ORK

Extensive effort has been put into reducing the recovery
costs of erasure coding in various ways, e.g. including new
erasure coding methods such as Hitchhiker Code [26], Weaver
Code [9], Hover Code [10], LRCs [11], [28], Rotated RS
Code [14] and Regenerating Codes [22], [27]; hybrid methods
such as AutoRAID [35], DiskReduce [7], HDFS-RAID [3]
and HACFS [36]; parallel hardware and/or software methods
such as PPR [19], CRR [21] and CRS [24]; proactive fault
tolerance methods, such as RAIDShield [17], ProCode [20]
and Fatman [25].
The frequency of single disk failure is much higher than simultaneous failures [30], which arouses researchers’ attention.
Some researchers design new non-MDS codes which use extra
storage to reduce single-failure recovery costs. For example, a
new class of codes called LRCs are proposed in [11] and [28],
which stores additional local parities for subgroups of blocks to
reduce recovery costs. Aside from not being storage efficient,
they require Galois field multiplication operations for encoding
and decoding. In this paper, the efficient single-failure recovery
is achieved by using PIT code, which is nearly storage optimal
and requires only XOR operations.
Some researchers focus on optimization techniques for
specific XOR-based MDS codes. For example, [16], [34],
[37], [38] theoretically prove the lower/upper bound of the
amount of read data for some popular array codes like RDP,
X-code, EVENODD, STAR and TP. The techniques to reduce
the amount of I/Os for general XOR-based erasure codes
are proposed in [14], which finds the optimal recovery by
constructing and searching the weighted graph and in [39],
which presents a time-efficient greedy search algorithm. We
follow the similar idea but design PITR specially for PIT and
SPIT code, which works efficient.

STARopt
STARopt
SPIT

0.3

0

We can draw some conclusions from the figure:

70

p

Fig. 11: SR of STARlow , STARopt , STARup , PIT and SPIT
over HOR as prime p varies from 5 to 67.
Fig.11 plots the SR of STARlow , STARopt , STARup , PIT
and SPIT, where the horizontal axis k is the number of left data
blocks in one code stripe. We use PITRe for PIT and STARopt
as p (i.e. k) varies from 5 to 29. For SPIT, the optimal SRs are
achieved by enumerating all combinations of (p, s), meeting
k = p − s.

There are also researchers [32] taking disk seeks into consideration, given the fact that disk seek may negate recovery
performance. We do not use disk seeks as our metrics, because
in large-scale cloud storage systems a large block size (i.e.
64MB) is commonly deployed, where the number of units read
(and transferring) dominates the recovery performance.
VIII.

C ONCLUSION AND FUTURE WORK

In this paper, we have shown the additional overhead of
STAR during single-failure recovery. To address this issue, we
have designed PIT code, a variation of STAR, and proposed

an efficient single-failure recovery scheme for PIT. We also
deploy a shortening strategy for PIT code to further optimize
the recovery cost. Experimental results show that our proposed
methods decrease the recovery cost significantly compared to
existing state-of-art strategies by sacrificing a bit more storage
resources.

[19]

In the future research, we consider to deploy PIT code and
PITR into a distributed cluster like HDFS-RAID [3], aiming
to evaluate a more realistic recovery performance.
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