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Abstract. With the increase of data quantity, people have begun to
attach importance to cloud storage, however, traditional single cloud
can’t ensure the privacy of users’ data to a certain extent. To solve the
security issue, we present a multi-cloud storage system called CloudS
which spreads data over multiple cloud storage servers by using a new
kind of XOR-based non-systematic erasure codes - Privacy Protecting
Codes (PPC). For better user experiences and tradeoﬀs between security
and performance, CloudS provides multiple levels of security by a variety of combinations of compression, encryption and coding schemes. In
addition, we also put forward a novel Parallel Cyclic Encryption (PCE)
scheme to achieve random secret key protection which attains high security and performance. We implement CloudS as a web application which
doesn’t require users to perform complicated operations on local.
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Introduction

Cloud storage has become the focus of public attention in recent years. Due to
the ever-growing amount of data and local storage limits, more and more individual and enterprise users have begun to put data in cloud servers. According
to iiMedia Research Group’s report [2], only in China, the amount of individual
cloud storage users will reach 450 million in 2015. With the popularity of cloud
storage, many Internet companies have launched their own cloud services such
as Microsoft OneDrive, Amazon S3 and Google Drive. However, cloud storage
security issues are gradually exposed. In 2014, photo leakage occurs to icloud
which is another security incident after Google Docs and Amazon S3 [7,8]. We
summarize potential security hazards of cloud storage as the damage to data
integrity and privacy. For data integrity, network transmission errors, hacker
attacks and faulty operations from server administrators will cause data tampering and loss. For data privacy, both untrusted cloud providers and hacker
attacks will leak out users’ data. Besides, the availability of cloud services and
vendor lock-in should be worth attention.
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To solve the above problems, many multi-cloud systems whose main idea
is data dispersal to multiple cloud servers have appeared such as DepSky [6],
RACS [4], HAIL [7]. Existing multi-cloud systems typically use information dispersal algorithms to spread data across multiple storage sites. There are two
kinds of common technologies: duplication and erasure codes. Compared by
duplication, erasure codes have smaller storage overhead to achieve the same
erasure-correcting. Hence, most multi-cloud systems use erasure codes like RAID5 [13] and RS codes [15,18]. Traditional erasure codes are generally systematic
codes which have no confusion and diﬀusion eﬀects, therefore, they’re usually
used combined with encryption to reach high-level security, which brings out
key management issues. Although non-systematic multi-erasure RS is proposed,
it requires relatively complex ﬁnite ﬁeld arithmetic and multi-erasure seems
unnecessarily expensive for only a few cloud services. So in this paper, we put
forward a new kind of XOR-based non-systematic erasure codes called PPC
(Privacy Protecting Code). Although PPC provides relatively weaker protection
on users’ data compared with modern encryption algorithms, it has pretty high
performance and can be combined with other mechanisms to provide multi-level
security.
So-called multi-level security, that is, users can choose diﬀerent security
levels for their diﬀerent data according to their needs. With various types of
data uploaded to cloud servers, users’ security demands for cloud systems have
gradually diversiﬁed. Besides, processing a less-conﬁdential ﬁle with an overly
complex security mechanism will lead to server resource waste and bad user experiences, especially for those devices with a relatively weak computing capability.
Therefore, multi-level security is needed to achieve trade-oﬀs between security
and performance. Unfortunately, existing multi-cloud systems don’t involve this
trade-oﬀ. So in this paper, we design and implement a multi-cloud system called
CloudS which employs diﬀerent combinations of compression, encryption and
coding to achieve multi-level security. As a third party agent, CloudS is allowed
to temporarily access user data only when it has got tokens. For better performance and user experiences, we adopt a security authorization mechanism
proposed in [22]. In addition, we implement CloudS as a web application, therefore not requiring any complicated operation even installing a software on local,
reducing troubles due to changing a computer.
Our Contribution:
– Design and implement a family of XOR-based non-systematic coding schemes
called Privacy Protecting Code (PPC).
– Design and implement a variety of combinations of compression, encryption
and coding schemes which provides multiple levels of trade-oﬀs between security and performance.
– Implement the secure web-based multi-cloud storage system CloudS with the
integration of the above methods.
The rest of this paper is organized as follows. In Sect. 2 we will discuss relevant
work about multi-cloud systems and related techniques. Section 3 will introduce
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the design of CloudS. Section 4 describes PPC codes in detail. Section 5 focuses
on the security levels. In Sect. 6 we evaluate the performance of PPC, diﬀerent
security combination schemes and CloudS system. And Sect. 7 concludes this
paper and the future work is proposed.

2

Related Work

With the prevalence of cloud storage services and broadband Internet access, data
conﬁdentiality, integrity and availability problems in cloud storage raise concern
gradually. To address these problems, many multi-cloud storage systems have been
proposed to oﬀer integrity and high availability using information dispersal, duplication and erasure codes like MDS [20]. For data conﬁdentiality, Shamir’s secret
sharing [21] and Rabin’s information dispersal [17] are widely used.
In the multi-cloud environment, many well-performance systems appear as well.
Depsky, a virtual storage cloud system, addresses availability and conﬁdentiality
of data [6]. Similarly, RACS is a proxy that transparently spreads the storage load
over many providers with RAID-like techniques to provide high-availability of data
stored in the clouds and avoid the costs of vendor lock-in [4]. Aimed at guaranteeing data integrity and availability, HAIL is a distributed cryptographic multi-cloud
system [7] which combines proof of retrievability (PORs) [11] and proofs of data
possession (PDPs) [5]. ICStore [3] addresses CIRC (conﬁdentiality, integrity, reliability and consistency) by using replication and Shamir’s secret sharing. Nevertheless, the above systems don’t consider about various security requirements for
diﬀerent data and/or diﬀerent users. This paper ﬁlls that gap by presenting the
systematic description of a multi-level security system called CloudS. Meanwhile,
we come up with a new XOR-based non-systematic erasure code called PPC Code
for data conﬁdentiality and integrity with low storage and computational cost and
apply it to CloudS. Compared with systematic erasure codes, PPC is trustworthier
in cloud environments that we can still ensure data security even if one cloud server
have been attacked.

3

The Framework Design

This section presents the basic model of our system and the architecture of
CloudS.
3.1

System Model

Figure 1 shows our system model and there are 3 parts which are users, CloudS
agent and public cloud servers provided by diﬀerent cloud vendors. A user can
be abstracted as a single web browser because no codes are executed locally
outside the web browser. From another perspective, it doesn’t require users to
install any plug-ins locally, therefore avoiding inconvenience due to the failure
or replacement of local computers. In this model, CloudS works as a third party
proxy between users and cloud providers.
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Fig. 1. System model

3.2

Fig. 2. CloudS architecture

CloudS Architecture

As presented in Fig. 2, CloudS architecture consists of four layers which are the
user layer, the system layer, the interface layer and the network layer.
User Layer: It is used to accept users’ requests and submit these requests to the
system layer. We can regard the user layer as the “door” of interaction between
users and CloudS.
Interface Layer: A multi-cloud system involves diﬀerent cloud providers, and
each provider has its own API. For good scalability, we’ve designed the interface
layer to implement a uniﬁed interface.
Network Layer: Data transmission between CloudS and cloud servers is
achieved by sending and receiving http/https packet, and the network layer
is responsible for the work.
System Layer: The core of CloudS is the system layer. It can be regarded as
the “brain” of CloudS and undertakes all computing tasks. It’s mainly composed
of the operation processing unit, the authorization unit and the token manager
unit. As a third party proxy, CloudS can temporarily access to user’s data stored
in cloud storage only if it has got the user’s authorization and holds a string called
token. Hence, how to get user’s authorization and manage the token is crucial.
The authorization unit and the token manager unit are designed for these jobs.
The operation processing unit is a data manipulation module. The directory
tree manager is designed for directory operation and metadata record directory
information.
The ﬁlesystem manager is designed to process user data and ensures data
security through a series of mechanisms. As mentioned before, security is a vital
factor in storage systems but not the only one, so we must consider the tradeoﬀ
between security and performance. Here, we assume two diﬀerent scenes: the user
regards cloud services as normal ﬁle backup, the other is uploading conﬁdential
papers to cloud servers. For the former, users may not require high security and
be more likely to pursue the performance of ﬁle transfer. For the latter, it’s
more likely that users pursue high security. Therefore, CloudS provides diﬀerent
combinations of encryption, compression and coding schemes to satisfy diﬀerent
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security levels. With this mechanism, users can make their choices according
to their needs instead of being restricted by system setting, which makes the
system more ﬂexible. This mechanism takes full account of user experiences
and achieves the trade-oﬀs between performance and security. The ﬁlesystem
manager takes the security level selected by the user as an input parameter. With
this parameter, the ﬁlesystem manager adopts the corresponding combination
scheme. In addition, PPC is implmented in this module as the coding scheme.

4

PPC Design and Implementation

As presented, we propose PPC to meet the tradeoﬀs between security and performance. In this section, we explain PPC in detail. For convenience, we employ
Di to present the (i + 1)-th original chunk and Pi for the (i + 1)-th coding chunk.
4.1

Nomenclature

Before introducing PPC, we ﬁrst deﬁne the terms used in this section.
Chunk [9]: A basic unit of storage holding data and/or coding (‘parity’) information. This is also referred to as a stripe unit or a strip [10] in traditional
storage systems.
Stripe: In our cloud storage model, the user ﬁle is split into k chunks and
then are encoded into a stripe composed of n(= k + m) chunks. These chunks
are spread across n nodes to provide high reliability and availability. From the
theoretical view, a stripe is a codeword which is the minimum (and complete)
collection of (data and parity) bits that encode and decode together [16].
Node: An independent storage container that stores data and parity chunks.
This can be a cloud storage service, a node in peer-to-peer system, and so on.
4.2

Metrics of Privacy Protecting

Privacy Degree. PPC code has a privacy degree of t, if it can resist any t
breaches. That is, given any t out of n parity chunks, we cannot reconstruct any
data chunk, and there exists (t + 1) parity chunks that can reconstruct some (not
necessarily all) data chunks.
As described before, PPC code is a kind of non-systematic erasure code, so
no original data is retained. In other words, we cannot reconstruct any data if we
only hold one chunk. Hence, the privacy degree of PPC must be greater than 1. In
this paper, we deﬁne P P C(k, n, t) which means k original data chunks generating
n coding chunks and all original chunks can be recovered when holding at least
k coding chunks, achieving (n − k)-erasure correcting and t presents privacy
degree.
Safe and Unsafe Group. Let S be a subset of chunks in a stripe. If we cannot
reconstruct any data chunk from subset S, we call S a safe group, otherwise an
unsafe group.
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Fig. 3. PPC conversion

Best Case Privacy Degree. A PPC code has a best case privacy degree of
tBC if the size of its biggest safe group in the PPC code is tBC .
To tell the diﬀerence between privacy degree and best case privacy degree, we
consider a PPC conversion instance as Fig. 3. It’s obvious that the chunk D4 can
be reconstructed by the XOR-sum of P0 , P2 and P6 and any data chunk cannot
be computed by any pair of parity chunks, so the privacy degree is 2. However,
not any three out of those seven parity chunk can reconstruct an original chunk.
We can see that the ﬁrst 5 chunks form a safe group, and any bigger group is
unsafe, so its tBC is 5.
S-safe Partible and S-safe Partition. A PPC code is s-safe partible if its
stripe can be split into s safe groups. These groups form an s-safe partition of
this PPC code.
For a distributed storage system, we believe attacks are interrelated in some
cases. In other words, attackers will breached relevant multiple nodes simultaneously. In the multi-cloud environment, servers which come from the same
country may be regarded as relevant nodes if data security involves the issue
of government intervention. In other case, natural disasters will cause all nodes
within a region unavailable. The above deﬁnition oﬀers a solution to these. For
example, if we have four providers from one country and three from another
country, we can employ the 2-safe partition {{P0 , P2 , P4 , P6 },{P1 , P3 , P5 }} of
P P C(6, 7, 2) as shown in Fig. 3, so attackers cannot reconstruct original data
even if he breaks all the cloud severs belonged to one country.
4.3

Structural Properties of P P C(k, k + 1, t)

As described before, PPC is a kind of XOR-based (binary) codes, so its encoding
and decoding can be achieved by multiplying the generator matrix and original
data chunks. Hence, for a P P C(k, k + 1, t), we need a (k + 1) × k generator
matrix G, and this matrix must have the following properties:
1. Any k of G’s row vectors are linearly independent. In other words, every
k × k square sub-matrix of G is invertible.
This property ensures the fault tolerance of PPC. If a coding chunk is unavailable, we delete the corresponding row in G so that the remaining k rows
forms a k × k square matrix. If G satisﬁes the property, all such a sub-matrix
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is invertible. We can get the original data chunks by matrix multiplication
using the inverse of the sub-matrix and the remaining k coding chunks. But
if the property cannot be met, it must exists a chunk that cannot be reconstructed after failure.
2. Casually choose a row v in G, then ONES(v)≥ 2.
The above property ensures data privacy. We deﬁne the function ON ES(v)
as the weight of the vector v, that is, the number of ‘1’ entries in v. As
discussed before, the privacy degree of PPC is greater than 1, we only take
use of those generator matrices which are purely composed of row vectors
whose weights are greater than or equal to 2.
4.4

Construction of PPC(k, k+1, t)

The key to realizing PPC is ﬁnding an optimal generator matrix. We design
an algorithm to ﬁnd optimal matrices which satisfy the structural properties
by enumerating valid generator matrices. The algorithm needs an initial k × k
matrix as input and we use ri to represent the i-th row in the initial matrix. We
−−−−→
−−−−−−−−−−−→
set r1 to 0k−2 12 ((k − 2) ‘0’ followed by two ‘1’), and set rm to 0k−m−1 12 0m−1 .
If the ﬁrst k rows are independent, let the (k + 1)-th row be the XOR-sum
of the ﬁrst k row vectors. We calculate the privacy degree of the new matrix
and update the optimal code if the new matrix is a better one. Although the
structural properties of generator matrix prune the search space eﬀectively, the
enumerating algorithm is still exponential time, and we can ﬁnd optimal PPC
codes in an acceptable time only when k ≤ 9.
In spite of the above size is appropriate for an end-user of multi-cloud storage
systems, we still design and implement two inﬁnite families of P P C(k, k + 1, t)
codes for large k. The only diﬀerence between the two kinds of PPC is the
generator matrix, so we only introduce one of them, ShrPPC.
4.5

ShrPPC

To construct a ShrP P C(k, k + 1, t) generator matrix, we start with constructing
the ﬁrst (k − 1) row vectors by shifting two consecutive set bits right as Formula
−−−−−−−−−−→
1. The i-th row vector ri = 0i−1 110k−i−1 satisﬁes ON ES(ri ) ≥ 2. Then, we
−−−→
construct the k-th row vector: If k is even, it is constructed as 01k−1 , otherwise,
−−−−−→
we set rk as 001k−2 . Finally, we set the last row vector as the XOR-sum of the
−−−→
−−−−−−→
ﬁrst k row vectors. When k is even, it is 1k−1 0. When k is odd, it is 101k−3 0.
Formulas 2 and 3 describe the generator matrices of ShrPPC with even and odd
k respectively. It’s easy to see that the above two matrices satisfy the second
property of generator matrix. Now we will prove they satisfy property 1. First,
we transform the ﬁrst k rows into an upper triangular matrix by performing
some elementary matrix transformations. If k is even, we add the 2i-th row to
rk for all i ∈ {1, 2, ..., k−2
2 }. And if k is odd, add the (2i + 1)-th row to rk for all
k−3
i ∈ {1, 2, ..., 2 }. Since the upper triangular matrix is full rank, the ﬁrst k rows
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are linearly independent. The (k + 1)-th row is the XOR-sum of ﬁrst k rows, so
any k × k sub-matrix of ShrPPC generator matrix is invertible.
ShrP P C(k, k + 1, t) provides a good privacy degree of t =  k2  − 1, which is
very close to the optimal privacy degree of t =  k2 , a XOR-based P P C(k, k+1, t)
can achieve. For the lack of space, we omit the proof.
4.6

PPC with Higher Security

In the above parts, we introduce PPC whose generator matrix has a minimum
row-weight of 2. In other words, each parity chunk is generated by at least two
data chunks. It provides high-level performance in most cases, but not all cases.
Suppose there are three data chunks, D0 , D1 , D2 , and an attacker has two
parity chunks, one of which is D0 + D1 and the other of which is D1 + D2 .
Then he knows the value of D0 + D2 as well, and it’s not complex to guess
unencrypted D0 , D1 , and D2 from this information, even if he’s missing other
data. Assuming another extreme case that D0 is a full-zero chunk because of
the special ﬁle format, it’s obvious that the D0 + D1 = D1 in this case. In
view of these cases, we search optimal generator matrices with larger row-weight
using the enumerating algorithm mentioned above. We put the initial matrix
−−−−−−−−−−−→
−−−−→
of k × k, G, whose ﬁrst row is 0k−3 13 and the k-th row is 0k−m−2 13 0m−1 as
input and we have found optimal generator matrices with minimum row-weight
larger than or equal to 3 for k < 9 (Formula 4 is an example we found using the
above method), which means that it becomes much harder for attackers to guess
original chunks. In addition, we can resist the above chosen-plaintext attack by
means of the combination of PPC and compression and/or encryption.
4.7

Optimal Schedule of PPC Encoding

PPC is a kind of XOR-based code that each coding chunk P is decided by the corresponding row v in the generator matrix G. The greater the weight of v is, the
more XOR operations performed in generating P . Suppose G has two vectors of
−−−−−→
−−−−−−→
vi =001k−2 and vj =0001k−3 and therefore it takes (2k − 7) XOR operations to
calculate the two parity chunks Pi and Pj . However, if we calculate Pj ﬁrst, and
then calculate Pi by XORing Pj and D2 , only (k − 3) XOR operations are needed.
Since this paper focuses on small-scale multi-cloud systems, we adopt a breadthﬁrst search algorithm [14] to determine the optimal schedule for PPC encoding.
⎞⎛
⎞
1 1 0 ··· 0 0
1 1 0 ··· 0 0
⎟⎜
⎜
⎟
⎞⎜0 1 1 ··· 0 0⎟⎜0 1 1 ··· 0 0⎟
⎛
⎟⎜0 0 1 ··· 0 0⎟
0
0
1
·
·
·
0
0
1 1 0 ··· 0 0 ⎜
⎟⎜
⎜
⎟
⎜ 0 1 1 · · · 0 0 ⎟ ⎜ .. .. .. . . .. .. ⎟ ⎜ .. .. .. . . .. .. ⎟
⎟⎜ . . . . . . ⎟⎜ . . . . . . ⎟
⎜
⎟⎜
⎟
⎜0 0 1 ··· 0 0⎟⎜
⎟⎜
⎟
⎟⎜
⎜
⎜ .. .. .. . . .. .. ⎟ ⎜ 0 0 0 · · · 1 1 ⎟ ⎜ 0 0 0 · · · 1 1 ⎟
⎝ . . . . . . ⎠⎝0 1 1 ··· 1 1⎠⎝0 0 1 ··· 1 1⎠
1 1 1 ··· 1 0
0 0 0 ··· 1 1
1 0 1 ··· 1 0
(2)
(3)
(1)
⎛
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⎞
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⎜0 0 1 1 1 0⎟
⎟
⎜
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⎟
⎜
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⎟
⎜
⎜0 1 0 1 1 0⎟
⎟
⎜
⎝1 0 0 0 1 1⎠
111010
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Multi-level Security

For better user experiences, CloudS provides some security levels with diﬀerent
characteristics. From the system perspective, each level logically corresponds to
a speciﬁc combination scheme of compression, encryption and coding. In CloudS,
we implement not only combinations of some existing technologies such as RS,
RAID-5, AES [12] and AONT [10], but some new technologies such as PPC and
PCE. In this section, we list three new combination schemes and AONT−RS [19]
by contrast to introduce diﬀerent security levels in the system view.
5.1

PCE−PPC

Traditional encryption usually brings key management issues, AONT can be
regarded as a better precept to avoid it. The principle of AONT has been amply
demonstrated, we don’t discuss it any more. Further, AONT−RS, an encryption
and dispersal scheme, is proposed in [19] which achieves a pretty high level
of security. AONT−RS has another property that it provides partial data the
same protection degree as the whole data, e.g., if there’re 7 servers used in
CloudS, attackers must break 6 servers to retrieve (which is nearly impossible)
whether the whole data or a single original byte. In terms of performance, parallel
optimization and data extension is diﬃcult in AONT, meanwhile, ﬁnite ﬁeld
arithmetic used in RS is relatively complex.
To obtain better performance as well as approximate security, we design a
new encryption method called PCE. Figure 4 shows an example of PCE and
ShrP P C(6, 7, 2), after that, we randomly spread the coding chunks to diﬀerent
cloud sites. In PCE, chunk Di is encrypted into Ci with a unique random secret
key ki in parallel, then we append ki at the end of C(i+3)mod6 . It’s no doubt that
PCE overmatches AONT in performance for its parallel optimization. Besides,
PPC after PCE avoids the possible chosen-plaintext attack because we perform
PPC on cipher not plaintext. Also, PPC, a kind of binary code, is faster than
RS. Using PCE−PPC, attackers must hold {Cj ,k(j−3)mod6 } and {C(j+3)mod6 ,kj }

Fig. 4. PCE and PPC
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which needs to break 5 cloud servers to decrypt a single chunk Dj , and 6 coding chunks are needed to retrieve all chunks. In a word, PCE−PPC is superior to AONT−RS in terms of performance and achieves the same security as
AONT−RS for overall data. Compared with the following schemes containing
compression, PCE−PPC provides stable performance without the inﬂuence of
the repetition rate but more data will be transferred on Internet, thereby satisfying the small-size ﬁles with a lower repetition rate.
5.2

Compression−PPC and Compression−PCE−PPC

Considering the time-consuming network transmission process, GZip [1] compression is joint in these two schemes. Compared with AONT−RS, these two
schemes have an overwhelming advantage in network transmission. As for security, non-systematic P P C(k, k + 1, t) itself has the eﬀect of data protection, t
(greater than 1) coding chunks (means at least two cloud servers) are needed for
retrieving only one original chunk, which is very diﬃcult. Meanwhile, chosenplaintext attack will be remitted since original data patterns will be destroyed
after compression. Nonetheless, decompression doesn’t need any key, so
Compression−PPC has relatively weak security but high speed. We suggest users
to adopt Compression−PPC for less-important data. Compression−PCE−PPC
is the synthesis of PCE−PPC and Compression−PPC which meets the demands
for large conﬁdential data.

6

Evaluation

In this paper, we proposed a family of non-systematic erasure codes named PPC
and CloudS with diﬀerent security schemes to ensure data security in cloud
storage environment. Meanwhile, we also concern about their performance. In
this section, we will report some performance results. Our prototype is implemented in C++ and the experiments are conducted on Ubuntu 13.04 with Intel
i3-350M@2.26 GHz.
6.1

PPC Performance

There’re two important indicators to measure PPC, the encoding and decoding speed. To measure those performance, we implement encoders and decoders
for PPC which generator matrix as shown in Formula 4 and the single faulttolerant RS for contrast. Figure 5(a), (b) presents the encoding and decoding
speeds of PPC and RS. For PPC, all the operations are over GF (2), it’s obvious
that XOR operation has a higher-speed than operations over GF(28 ) used by
RS. Besides, we compare encoding time between original PPC scheme and optimized PPC schedule. Original schedule needs 15 XOR operations and only 11
are needed in the optimized schedule. It’s clear that the optimization becomes
more obvious when encoding larger data. PPC enables cloud storage customers
to explore trade-oﬀs between a little extra storage cost and data conﬁdentiality
and integrity. Therefore, we believe that PPC is practical choice in the multiple
clouds environment.
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(b) Decoding speed

Fig. 5. PPC performance

Fig. 6. Security schemes performance

6.2

Performance of Diﬀerent Security Schemes

In this part, we report scheme performance without network transmission
process. We use C−PPC to represent Compression−PPC and C−E−PPC to
symbolize the Compression−PCE−PPC. Figure 6(a) presents the encoding
speed, two schemes without compression do better because the compression
speed is much lower than encryption. PCE−PPC has the greatest performance
due to PPC’s better capability and parallel optimization using PCE. Figure 6(b)
distinguishes the decoding speed between diﬀerent schemes. Diﬀerent from the
lower compression speed, decompression speed is much faster, schemes with compression perform better. Certainly, PCE−PPC has decent decoding performance
after parallel optimization. We can clearly ﬁgure that the performance gap of
schemes is widening when the data amount increases. Above all, whether for
encoding or decoding performance, PCE−PPC indeed excels AONT−RS.
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Table 1. System performance
(a) Uploading Time(s).

File Size(MB)
C−PPC
PCE−PPC
C−E−PPC
AONT−RS

6.3

1
0.87
1.51
1.08
1.78

8
3.90
6.23
4.18
8.96

16
7.29
13.49
9.07
16.61

(b) Downloading Time(s).

64
21.01
43.45
25.80
47.15

128
45.28
87.71
51.86
96.42

File Size(MB)
C−PPC
PCE−PPC
C−E−PPC
AONT−RS

1
0.98
1.51
1.09
1.91

8
4.25
8.73
6.04
9.44

16
8.40
18.69
10.20
19.94

64
36.38
71.73
39.00
75.39

128
76.83
168.44
80.83
177.70

System Performance

In CloudS, there’re 3 steps in uploading and downloading process: the transmission between client and CloudS agent, operations on CloudS and the transmission
between CloudS and cloud servers. The performance of the ﬁrst step is up to
network condition which is out of our research range, here we only test the last
two performance. It’s notable that some uncontrolled exterior factors such as
network condition and the repetition rate of ﬁles will also inﬂuence our results.
We create accounts on Vdisk to simulate multiple clouds environment and adopt
randomly generated test ﬁles. We run Apache on PC for test which means a real
web server will do better.
Table 1(a), (b) respectively presents the uploading and downloading performance. It’s obvious that the schemes containing compression do much better
due to less data being delivered. C−PPC does the best on account of less data
to be transferred and less mechanism being used. PCE−PPC has better performance than AONT−RS on account of PPC’s more optimal speeds and parallel
optimization using PCE. Certainly, all those schemes are in the range users can
accept.

7

Conclusion and Future Work

With the development of cloud storage, the security issues become more and
more serious, data integrity and availability is being threatened. We design a
new family of erasure code called PPC to guarantee data security. PPC is XORbased code that results in a low storage computational cost. Simultaneously,
times extra
for a single-fault-tolerance code, PPC(k, k + 1, t) only need (k+1)
k
storage overhead to achieve the trade-oﬀs between storage and fault tolerance.
It is important to note that PPC, as a kind of non-systematic code, has a better
function of confusion.
With PPC code, we put forward a multi-cloud system called CloudS. Though
many multi-cloud systems have appeared in recent years such as RACS and Depsky, they cannot fully adapt to users’ diﬀerent requirements for diﬀerent ﬁles in
cloud environment. The single-level security scheme will give rise to a worse user
experience and system performance. Specially for the devices with weak computing ability and limited computing resources, redundant and complex security
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mechanisms will become the bottleneck of the system. In CloudS, we provide
several diﬀerent combination schemes of compression, encryption and coding to
achieve multi-level security for better performance and user experiences. At the
same time, we implement CloudS as a web application which doesn’t require
users to do more operation locally.
In our future work, we would like to extend our PPC codes to resist double.
In addition, we can still optimize CloudS in terms of performance.
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